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The Distributed Real-Time Specification for Java
(DRTSJ) is being developed under Sun's Java
Community Process. It is focused on supporting
predictable, end-to-end timeliness for sequentialy
distributed computations (e.g., chains of invocations)
in dynamic distributed object systems. This paper
reports on an investigation to integrate and extend
the existing Real-Time Specification for Java and
Java s Remote Method Invocation facility to provide
the basis for the DRTSJ.

1 Introduction

The Distributed Real-Time Specification for Java
(DRTS)) is being developed by the JSR-50 Expert Group
in Sun’s Java Community Process [7]. One of the avenues
being explored is to consider the options available for
integrating the Real-Time Specification for Java (RTSJ)
[2] and Java's Remote Method Invocation (RMI) facility
[23].

The paper is structured as follows. In section 2, the
motivation for integrating RTSJ and RMI is given. Then
in section 3, the key points of RMI are discussed and in
section 4, a proposal is made on how minimally to
integrate the RTSJ with RMI. The limitations of this
proposal are detailed leading to the introduction, in
section 5, of the notion of Real-Time RMI and a Real-
Time Remote Interface along with a discussion of how
this can be used with the RTSJ. This approach is then
evaluated and several weaknesses are highlighted.
Sections 6 and 7 then extend the model to provide full
distributed  thread  functionality @ and  discuss
interoperability between the various platforms. Finaly
section 8 summarizes the proposals and presents
conclusions and future work.

2 Distributed Real-Time Systems

There are many different kinds of distributed systems.
However, the vast majority of deployed distributed real-
time computing systems employ at least one of the
following programming models:

control flow: movement of an execution point, with or
without parameters, among application entities — e.g.,

invocation (RMI)

data flow. movement of data, without an execution
point, among application entities — e.g., publish/
subscribe and bulk data transfers

networked: asynchronous or synchronous movement
of messages, without an execution point, among
application entities — e.g., message passing |PC

Other distributed system programming models — eg.,
mobile objects, autonomous agents, tuple spaces, web
services, etc. — currently are confined almost exclusively
to non-rea-time systems. For example, most of the
approaches that have provided augmented distribution
models for Java (for example, Jini [25], JavaSpaces [24],
Voyager [20] and JavaParty [17]) have not considered
real-timeissues[1].

Control flow models are usually designed for multi-node
— usually trans-node (linearly sequential) — behaviors that
are synchronous, that is they request a remote execution
and then wait for a response. When a synchronous
response is not needed, a one-way invocation can be
spawned asynchronoudly (as in CORBA). An example of
the distributed control approach is the distributed thread
model. A distributed thread is a single thread, with a
sysem-wide ID, that extends and retracts itself
sequentially through an arbitrary number of local and
remote objects. A distributed real-time thread
transparently propagates its timeliness properties (and
perhaps also resource ownership, transactional context,
security attributes, etc.) when its execution point transits
object (and perhaps node) boundaries. The distributed
thread model appeared first in the Alpha distributed real-
time OS kernel [4,11] and was subsequently incorporated
in the kernels of the MK7.3 distributed real-time OS [26];
it is the basis of the programming model for OMG’s
recent Real-Time CORBA 2.0 (Dynamic Scheduling)
specification [14]. Redlistic non-trivial experimental
distributed real-time computing systems were successfully
constructed using Alpha[9] and MK7 [5].

Almost al data flow models, including those for “real-
time” publish/subscribe, are more oriented toward
maximizing throughput than maintaining end-to-end
timeliness properties (cf. OMG's RFP for a Data
Distribution Service for Real-Time Systems [15]). A real-
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time data flow specification for Java is outside the current
scope of the DRTSJ.

The message passing provided by typical OS's used in
real-time and distributed real-time systems forces any
end-to-end timeliness (and integrity) to be a higher level
responsibility. Most frequently, distributed real-time
becomes the responsibility of each of the application
programmers; less frequently, custom distributed real-
time middleware is created. As commercial distributed
real-time infrastructure products (notably real-time
CORBA-compliant ones) continue to emerge and evolve,
they are becoming more widely used.

Java aready includes a model for distributed systems —
Remote Method Invocation (RMI) [23] — and JSR-50
proposed to enhance it for rea-time systems. RMI
provides the familiar distributed object system control
flow model of method invocations using abstract
interfaces to define local stubs for remote objects. As in
any distributed object system, a programming abstraction
similar to asynchronous message passing can be provided
by alowing asynchronous (one-way with no return
parameters) method invocations. RMI also can transfer
object instances by value. This allows messages to be
passed as objects. It aso supports a simple form of data
flow — for point-to-point flow of modestly sized data, but
not for effective publish/subscribe models.

But RMI by itself intentionally provides very limited
support for end-to-end properties — and in particular, was
not intended for real-time systems. Therefore, the DRTSJ
has the objective of integrating RMI with the RTSJ to
support end-to-end timeliness by creating a control flow
model that is both a programming model itself and a
possible mechanism for other distributed system models
such as point-to-point data flow, messaging, and Java's
mobile objects.

A distributed object system (as opposed to, for instance,
web services) requires a well-defined architecture with
stable interfaces between components and some level of
system-wide agreement on infrastructure technology. In a
real-time distributed object system that agreement
includes the semantics of timeliness and sufficiently
synchronized local clocks. Typically, such systems are
found inside an enterprise — it is difficult to create the
technical agreement and coordination needed to build a
distributed object system between enterprises. This is
consistent with the current normal deployment of
distributed real-time computing systems. The scalability
requirement for the DRTSJ is based on this presumption
of intra-enterprise environments.

3 RMI and Java

This paper assumes that the reader is familiar with the
RTSJ and RMI. However, in order to integrate the two, it
iS necessary to interpret some of the key design goals of

RMI. For our purposes, the main components of RMI can

be considered as follows:

- the programming model, where objects that can be
accessed remotely are identified via a remote
interface,
the implementation model, which provides the
transport mechanisms whereby one Java platform can
talk to another in order to request access to its
objects, and
the development tools (e.g., rmic or its dynamic
counterpart), which take server objects and generate
the proxies required to facilitate the communication.

Key to developing RMI-based systems is defining the
interfaces to remote objects. RMI requires that all objects
that are to provide a remote interface must indicate so by
extending the pre-defined interface Renote. Each
method defined in an interface extending Renot e must
declare that it "t hrows Renot eException". Thus
one of the key design decisions of RMI is that distribution
is not completely transparent to the programmer [12]. The
location of the remote objects may be transparent, but the
fact that remote access may occur is not transparent.

3.1 Themeaning of time

In standard Java, time is expressed as a number of
milliseconds and nanoseconds past midnight on January
1% 1970. The types of these values are | ong and i nt
respectively. Java also has a Dat e class that encapsulates
these values. The Date class is serializable and
consequently objects of this type can be passed through
RMI.

RMI is silent on the issue of the relationship between
the clocks on the client and server sites. However, the
leasing mechanism of the distributed garbage collection
algorithm assumes that the clocks progress approximately
a the same rate [19]. If this assumption is violated then
remote objects might unexpectedly disappear resulting in
an appropriate remote exception being raised when access
is attempted.

3.2 Failure semantics

RMI assumes a reliable transport mechanism (e.g., TCP).
Consequently, it does not need to be concerned with
transient communication errors. RMI’s handling of node
and permanent communication failures are centered on the
throwing of a Renot eException. A Renote-
Except i on isthrown if a client makes aremote call and
the RMI implementation is either unable to make the call
or makes the call but detects a failure before the call has
returned.

The server is not informed if a client node fails whilst a
server is executing a request on its behalf. RMI does not
implement orphan extermination [8, 16]. Hence, RMI has
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exactly once semantics in the absence of failures and at
most once semantics in the presence of failures [18].

4 Minimal Integration between RTSJ and
RM1 (Level O Integration)

Interfaces in Java provide a mechanism for defining a
contract between a client and a server. They make no
statements about the attributes of any associated object
[20]. By implementing an interface, the server is
guaranteeing to provide the functionality implied by the
interface. By definition, a Java interface says nothing
about the real-time properties of the server (or indeed any
other non-functional requirements). Smilarly, a remote
interface says nothing about the real-time properties of
either the server or the underlying transport system.
Consequently, an object that implements a remote Java
interface is an object that is executing without the
requirement of a real-time Java platform. Furthermore, the
transport protocols that implement the connection
between the client and server are not required to be
timely, irrespective of whether the client is a real-time
client. If these assumptions are accepted, then the tools
that generate the client and server proxies can do so
without knowledge of whether the server or the client will
execute (or is executing) in a Java platform or a real-time
Java platform'.

One way of viewing the above interpretation of RMI is
that the proxy thread on the server (which executes the
server methods on behalf of the client) can be viewed as
an ordinary Java thread. Even if the client is a real-time
thread, the proxy thread is viewed as a norma Java
thread. This, therefore, is a minimal integration between
the RTSJand RMI (called Level O integration). Real-time
threads can call remote methods but they can expect no
timely delivery of the RMI request, and the server and its
proxy thread are unaware of any time constraints that it
has. Consequently, the application programmer must
explicitly pass any scheduling or release parameters
between the client and the server, and require a
sympathetic RMI implementation.

The main advantage of a Level O integration between
RTSJ and RMI is that it requires no additions to RMI or
the RTSJ. Given this, Level O integration is silent on the
relationship between the client and server clocks. It also
has the same failure semantics as that of RMI.

1 Of course, this is not the only interpretation of how RMI should be
used in areal-time environment. Another one is that the RMI toolset and
implementation mechanism should be modified so that they can identify
when the client is areal-time client and when the server is able to exploit
the real-time JVM. This is not the approach proposed in this paper
because it requires changes to RMI and it is likely to have greater run-
time overheads. Moreover, assuming that it is not based on explicit
server attributes that are readily expressed to the client, it might be more
difficult for aclient to determine the service that can be expected.

5 Real-TimeRMI (Level 1 Integration)

The discussion presented in section 4 suggests that when a
real-time RTSJ thread makes an RMI call it can expect no
timely delivery of the request to the server and the server
will not inherit any of the timing requirements of the
client.

In keeping with the non-transparent RMI philosophy, to
obtain real-time remote communication Level 1
integration proposes the introduction of a real-time RMI.
Real-time RMI consists of the following components.

the programming model, where real-time objects that
can be accessed remotely are identified via a real-
time remote interface (this is similar to the approach
that de Miguel has adopted for the addition of a
predictable RMI using reservation-based scheduling
techniques[10Q]),
the implementation model, which provides timely
transport mechanisms whereby one RTSJ platform
can talk to another in order to request access to its
objects and also pass across any timing constraints or
scheduling parameters associated with the client?, and
the development tools (e.g., a modified rmic), which
take server objects and generate the real-time proxies
required to facilitate the real-time communication.
Key to developing rea-time RMI-based systems is
defining the interfaces to remote real-time objects (objects
that assume that they are executing on a RTSJ platform).
Real-time RMI requires that all objects that provide a
remote interface must indicate so by extending the pre-
defined interface Real t i mreRenot e.

public interface RealtinmeRenote
extends java.rm .Renmote {};

Each method defined explicitly or implicitly in an
interface extending Real t i neRenot e must declare that
it"t hrows Renot eException”.

At the server side, the proxy thread can be viewed as an
RTS) Real tineThread that inherits appropriate
scheduling and release parameters from the client RTSJ.
Where the client is not an RTSJ thread but a standard Java
thread, default release and scheduling parameters can be
provided. Clients that are asynchronous event handlers
need further consideration. Asynchronous event handlers
are expected to be lightweight; if they can call remote
objects this may well add to the cost of their
implementation. Here, it is assumed that they are allowed
and that the proxy thread created at the server is the same
asfor areal-time thread.

2|t is beyond the scope of this paper to address issues associated with
locating real-time servers or issues associated with how clients can
determine the real-time properties of the connectionsto servers. It is
possible that the real-time mechanisms will be based upon the Jini [25]
and JavaSpaces[24] technologies.
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A Real ti meRenvt e interface indicates that the client
can expect the underlying transport of messages and the
server-side objects to be aware of any client-side
scheduling parameters. However, it offers no guarantee on
the type of memory used. A stronger guarantee can be
given if the server interface is defined as an extension of
the NoHeapReal t i meRenot e interface. This ensures
that the underlying transport of messages and server
objects will make no use of the Java heap. The server
proxy threed can be viewed as an RTSJ]
NoHeapReal ti meThr ead.

One issue that must be considered is whether there
needs to be any changes to the Java Seridization [22]
mechanism to support the passing of objects across areal-
time remote or no-heap real-time remote interface. If so,
this can be catered for by producing extensions to the
java.io.(bjectQutputStream and java.-
i 0. Qbj ect | nput St r eam classes.

51 Modd of time

The level 1 integration of RTSJ and RMI assumes that
there is communication of timing constraints between the
client and server but that this is transparent to the client
and server RTSJ platforms. For example, as far as the
server RTSJ platform is concerned, the proxy thread is
just another real-time thread whose scheduling and release
parameters just happen to be set by the real-time RMI
infrastructure. The client and server RTSJ platforms are,
therefore, till  independent of one and other.
Consequently, there is no relationship between their real-
time clocks.

It should be noted that currently RTSJ time classes are
not serializable. This means that any time values passed
across the RT RMI must be converted into suitable types
and reconstructed at the server site.

5.2 Failure semantics

Level 1 integration assumes that sites suffer only crash
failures|[6].

In the absence of failures, Level 1 integration provides
exactly once semantics. In the presence of failures, the
semantics are at most once. Failures on the server side are
presented to the client via remote exceptions. Failure at
the client can be either ignored at the server side, or the
server can be informed by one of the RTSJ asynchronous
communication mechanisms. Either an asynchronously
interrupted exception (AIE) can be thrown at the server
proxy real-time thread, or an asynchronous event (AE)
can be fired.

5.3 Limitation of the Real-Time RMI (Level 1)
Approach

Although the Level 1 integration requires extensions to
RMI, it does not require any extensions to the RTIVM or

the RTSJ. However, this results in two main sets of
limitations of the approach.

limitations from the RMI definition and its interaction

with the VM

limitations from the RT SJ definition
The limitation from RMI/JVM that is of main concern
here is the issue of thread synchronization. In RMI, the
following situation will result in deadlock: a client thread
calls a synchronized method in Object A, which calls a
remote method in Object B. The called method in Object
B then directly (or indirectly) calls a synchronized method
in Object A. As the VM and RMI do not collectively
support the notion of a distributed thread, the proxy thread
executing the method on Object A is not considered the
same as the original client thread. Note that, since locking
is performed on a per-thread basis, there would be no
deadlock in the case where Objects A and B reside on a
single Java Virtua Machine and use only local, not
remote, method invocations.

A similar problem occurs with thread-local data. Here,
however, the problem is that the data read by the second
call to Object A will not be the data that is read by the
original call in Object A. In both these cases, the problem
is that the proxy thread is not considered to be the same
thread as the original client thread.

One way to solve this problem requires the introduction
of a global thread identifier that is carried with all RMI
cals. The WM (and RTIVM) needs to be changed in
order for it to check this identifier. For the recursive
synchronized method situation described above, the
RTJIVM can either allow the thread to enter the method, or
raise a remote exception indicating that deadlock has
occurred. Allowing the proxy thread to enter, whilst
conceptually simple, has repercussions for the failure case
[27]. Essentially, under certain failure conditions, a naive
implementation will result in two threads being active in
the same synchronized object. Raising an exception is
simple to implement. The global thread identifier allows
thread-local datato work correctly.

The limitations imposed by the RTSJ are more difficult
to circumvent. They all stem from the fact that none of the
RTSJ class definitions define remote interfaces.
Consequently, they can offer no remote services.
Furthermore, with the exception of
Asynchr onousl yl nt err upt edExcepti on, none
of the classes implement the Seri al i zabl e interface,
and consequently objects of these classes cannot be
passed across a remote interface. The next section
considers extensions to the RTSJ to increase its
distributed real-time programming capahilities.
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6 Distributed Real-Time Threads (Level 2
I ntegration)

The full distributed real-time thread model, as discussed
in section 2, is one in which a thread’s locus of control
can move freely across the distributed system by calling
methods in remote objects. Each distributed real-time
thread has a unique system-wide identifier and, at any
point in time (and in the absence of any faults such as
network partition), the thread is €ligible for execution (or
is suspended) at a single site in the distributed system.
This site is called the head site of the thread. The site on
which the distributed thread object was created is called
the root or origin site. Other sites that are hosting part of
the distributed thread are called segment sites. Any
remote operations on the distributed thread will affect (via
the underlying real-time virtual machines) one or more
sitesthat currently host the distributed thread’ s execution.
One way of expressing distributed real-time Java threads
is to extend the RTSIs Real ti meThr ead class and to
implement a real-time remote interface which defines the
remote operations that can be called on the thread.

However, to implement distributed threads requires more

from the underlying RT Java platform and real-time RMI

transport protocols than that implied by the discussion in

section 5. Consequently, to indicate this, the notions of a

distributed real-time JVM (DRTJVM) and a distributed

real-time RMI are introduced. Distributed real-time RMI
consists of the following components:

- the programming model, where distributed real-time
objects that can be accessed remotely are identified via
aDi stri but edReal ti neRenot e interface;
the implementation model, which provides timely
transport mechanisms whereby one DRTSJ platform
can talk to another to request accessto objects and aso
to pass scheduling parameters and state information
associated with the client in order to facilitate
implementation of the distributed thread mode!;
the development tools (e.g., a modified real-time
rmic), which take server objects and generate the real-
time proxies required to facilitate the real-time
communication; the server proxy thread can be
considered to be a distributed real-time thread.

The distributed real-time Java platform is a real-time Java

platform augmented with facilities to support the

distributed real-time thread model.

6.1 TheDistributed Real-Time Specification

Although it is beyond the scope of this paper to define
completely a distributed real-time specification for Java
(DRTS)), the following discusses the main components
associated with the distributed thread model.

Distributed Real-Time Threads

The operations that can be performed on a distributed

real-time thread can be classified into two areas:

- Operations that affect the scheduling of the

distributed thread. These include being able to get
and set its release and scheduling parameters. One of
the motivations for providing these remote operations
comes from an assumption that threads on one node
in the distributed system might need to perform a
mode change on threads whose origins are on other
nodes. In order to achieve this, they need to be able to
manipulate the threads release and scheduling
parameters. (Of course, the same functionality could
be achieved by having the application define its own
objects local to the threads origins and for those
objects to perform the mode change. However,
allowing direct remote access offers more flexihility.
For example, it allows the underlying DRTSJ
platform to optimize finding the location of the head
of the thread in order to carry out the operation. It
also allows a level of fault tolerance when the origin
of the thread is not accessble due to node or
communication failures.)
Operations that affect the execution state of the
distributed thread. These include being able to start a
remote thread and to interrupt it. Whilst there is a
clear requirement for one node to start a thread on
another node, it can be argued that being able to
interrupt a thread should not be a remote operation.
Thistopic is deferred until the AIE discussion below.

Figure 1 illustrates the remote operations that might be

defined along with the definition of a distributed real-time

thread class. The RTSJ class definitions for Rel ease-

Par anet ers, Schedul i ngPar anet ers, etc. will

need to be either re-defined (or subclasses created) to

implement remote interfaces or new classes created. (Note
that, the reference semantics of Java means that in RTSJ
if, for example, the Rel easeParaneters of a rea-
time thread are changed then the scheduler implements
the changes “immediately”. However, in RMI, if the
parameters are serializable then a copy is made when they
are passed across the network. Consequently the above
interface shows the parameters as remote interfaces to
ensure consistent semantics with the RTSJ.) A new static
method allows the current remote thread unique identifier
to be found. A similar definition can be derived for
Di st ri but edNoHeapReal ti meThr ead.

Asynchronous Events

As well as supporting real-time threads, the RTSJ also
supports the notion of events and event handlers. Event
handlers may be permanently bound to threads or bound
to threads at run-time. The RTSJis not clear in either case
about how many handlers are bound to each schedulable
thread.

Presented at: The 5" |EEE International Symposium
on Object-oriented Real-time distributed Computing, -9-

Washington, D.C., April 29-May 1, 2002.



{

t hr ows Renot eExcepti on;

}

/1 TInplementation of

public interface RenmpteThread extends DistributedReal ti meRenote

Renot eRel easePar anet ers get Rel easeParaneters() throws RenoteException;
voi d set Rel easePar anet er s( Renot eRel easePar anet ers par anet er s)

[* Simlarly for SchedulingParaneters */
Renot eSchedul er get Schedul er () throws Renot eExcepti on;
synchroni zed void interrupt() throws RenoteException;

void start() throws RenoteException, 111 egal ThreadStateExcepti on;

public DistributedRealti meThread extends RealtineThread inpl enents RenoteThread

Renot eThread i nterface plus

public static RenoteThread current Renot eThr ead()
throws Not ARenot eThr eadExcepti on;

Figure 1: Distributed Real-time Threads

There are several issues to consider when adapting this
model for execution in a distributed environment. It is
assumed that the same restrictions that were applied to
distributed real-time threads are to be applied to events and
event handlers, namely that they are not serializable and
cannot be made persistent.® Both event and event handlers
can have remote interfaces, and the firing of an event on
one node can result in the scheduling of a handler on
another. A distributed handler is bound to a distributed
real-time thread and hence can make remote calls.

One possible definition of the interfaces and classes
needed for distributed events and their handlers are given
in Figure 2. These definitions allow the remote firing of an
event and remote handlers to be attached and manipulated.
The bi ndTo method is not an allowable remote operation.
The only available operation in the Renote-
Asynchr onousEvent Handl er interface is to get the
remote scheduler. The remote node uses this in order to
determine which scheduler should be informed when an
event has been fired. There is no need for a remote
Runnabl e to be made visible. The RTSJ class hierarchy
for event handlersis mirrored for global event handlers.

Asynchronous Transfer of Control
The facilities for handling asynchronous transfers of
control (ATC) in any language are intrinsically complex.

% |f events were serializable, problems would occur with an event that was
bound to an interrupt on another node because an interrupt occurrence
would have to be passed across the network. Handlers could be made
serializable, however, the model would become confusing with it being
unclear where a handler is being scheduled.

The RTSJ facilities are based on the raising and handling
of asynchronous exceptions (using the Asynchr onous-
| yl nt erruptedException (AIE) class and the
Interruptibl e interface). In order to be backward
compatible with standard Java, the approach is integrated
with the interrupt mechanism.  Although ATCs are
intrinsically complex, there is a strong user requirement for
them [3]. These requirements all stem from the underlying
need for athread to be able to respond to an asynchronous
event quickly and safely. This underlying need is
independent of whether the thread is a distributed real-time
thread or areal-time thread.

Unfortunately, applying ATCs to a distributed thread
adds to the inherent complexity of the single processor
model. This is because the AlEs can be fired on any node
in the network (that has access to the thread or access to
the AIE object being executed by the thread) but must be
directed to the (moving) head of the thread. Furthermore,
there may already be outstanding AIEs for the thread.
Careful consideration needs to be given to an
implementation model that will support the current RTSJ
semantics efficiently. Either,

1. all outstanding AlEswill need to be stored at the
thread's origin and every time a thread becomes
interruptible it has to check with the origin to seeif an
AIE should be thrown; this would seem to be
prohibitively expensive unless further restrictions are
made, for example, AlEs are deferred whilst aremote
cal isin progress. Furthermore, the approach would
be fragile in the advent of failures. Or,
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public interface RenpteAsynchronousEvent

Di stri but edReal ti neRenot e

{
voi d addRenot eHandl er (  Renot eAsynchr onousEvent Handl er handl er)
t hr ows Renot eExcepti on;
/1 al so handl edBy, renoveHandl er, setHandl er
/| createRel easeParaneters for renote handl ers
void fire() throws RenoteException;
}

public class d obal AsyncEvent

public interface RenmpteAsynchronousEvent Handl er
extends DistributedReal ti neRenote

Renot eSchedul er get Schedul er () throws Renot eExcepti on;

}
public class d obal AsyncEvent Handl er

public class d obal BoundedAsyncEvent Handl er
ext ends d obal AsyncEvent Handl er;

Figure 2: Asynchronous Events

ext ends AsyncEvent
i mpl enents Renot eAsynchr onousEvent { ...};

ext ends AsyncEvent Handl er
i mpl enent s Renot eAsynchr onousEvent Handl er;

ext ends

2. dl outstanding Al Es have to be carried with the head
of the thread’.

In the latter case, finding the head might be difficult but at

least the expense is only incurred when the facility is used.

Assuming that AlEs for distributed threads are required,
it is necessary to decide the remote operations that can be
performed on them. The operations on an AIE can be
partitioned into two sets: those required by the interrupting
thread and those required by the thread to be interrupted.
Currently, the RTSJ does not make this distinction clear;
consequently a thread firing an AIE can aso call the
methods to enable/disable the AIE and, more strangely, the
happened method®.

One possibility is to define two remote interfaces. The
first is for the thread that wishes to fire the AIE. The
second interface is for the use of thread that will be
interrupted. These interfaces aong with the other
associated classes are given in Figure 3. Here, a remote
thread is not allowed to execute the dol nt errupti bl e
method % a thread can, therefore, only execute a local

4 Other thread control information may need to be passed with the head of
the thread, for example, security information, whether the thread is a
daemon, etc.

® The same argument could be made for asynchronous events and one
possihility is to also use a remote firer interface. This would alow a
thread to fire an asynchronous notification without being concerned as to
whether the result is an AIE or the scheduling of a handler.

dol nterruptible. The run method, however, can
make remote calls and consequently the parametersto r un
must be changed to take an interface parameter. A
restriction that the i nt er rupt Acti on should be local
allows the handling routine to access any parameters that
might have been declared with the AIE.

Given that Asynchr onousl yl nt er r upt edExce-
ption implements Serializable, consideration
needs to be given as whether it is appropriate for a
distributed asynchronously interrupted exception to be
passed across the network. If this is allowed, what are the
semanticsif adol nt err upt i bl e isin progress?

Having i nterrupt in the remote interface of a
DistributedRealtimeThread allows a remote thread to have
the generic AIE thrown.

Exporting Distributed Real-Time Objects

In Java, references to remote objects can be passed across
the network if the server object has been exported. This
can be achieved either by defining the remote object to
inherit from one of the subclasses of java.rm. -
Di stri but edReal ti mneRenot e(oj ect or by
caling the static method export Cbj ect with the
remote object as a parameter. In this paper it has been
assumed that all relevant classes will have constructors
that call export Chj ect .
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public interface RempteFirer extends DistributedRealti neRenote

{

boolean fire() throws RenoteException;

}

public interface RempteAsynchronouslylnterruptedException
extends DistributedReal ti neRenote
{

bool ean di sabl e() throws RenoteException;

bool ean enabl e() throws RenoteException;

bool ean i sEnabl ed() throws RenoteException;

bool ean happened( bool ean propagate) throws RenoteException;

}

public class D stributedAsynchronousl yl nterruptedException
ext ends Asynchronousl yl nt errupt edExcepti on
i npl enents RenoteFire, RenoteAsynchronousl yl nterruptedException

/1 inplenent the interfaces and
public bool ean dolnterruptible(Di stributedlnterruptible |ogic);

public interface Distributedlnterruptible
{
void interruptAction (AsynchronouslylnterruptedExcepti on exception);
void run (Renot eAsynchronousl yl nterrupt edExcepti on excepti on)
t hrows Asynchronousl yl nt er r upt edExcepti on;

Figure 3: Asynchronous Transfers of Control

6.2 Themeaning of time

Level 2 integration assumes that there is a cluster of sites
that are hosting the distributed real-time application. The
DRTSJ could, therefore, provide a clock (perhaps separate
from the RTSJ real-time clock) that is coordinated [13]
across the cluster (e.g., synchronized to some delta and
within a defined accuracy of UTC).

6.3 Failure semantics

Sites are assumed to suffer from crash failures only.

In the distributed thread model, the DRTSJ platform is
directly supporting the distributed thread semantics.
Consequently, when a segment site hosting the distributed
thread fails, the DRTSJ platforms coordinate their
responses as follows.

1. If the failed site is the head site, the site hosting
the previous segment has a remote exception
raised.

2. If the falled site is a segment site other than the
origin or head site, the head site implements one
of the models proposed for the server sitein Level
1 integration (i.e., ignore, throw an AIE or fire an

AE). When the distributed thread tries to return to
the failed segment site, the remote exception is
raised in the segment site previous to the failed
site.

3. If the failed site is the origin site, approach 2 is
followed until the distributed thread attempts to
return to the origin site, at which point the remote
exception islost.

When the thread is handling the remote exception or AIE
or running the AE handler, details of the failure can be
found from the underlying DRTSJ platform.

7  Interoperability

The following table shows the level of interoperability
between the various models. Note that for &l cases other
than a Java thread, remote calls may be subject to ATC.
Consequently, this issue is given special consideration in
the table below. The table also considers only remote, real-
time remote and distributed real-time remote interfaces.
The no-heap variations introduce no new problems other
than the requirement for no heap usage.
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Client Class | Remote Interface Real-time Remote Distributed Real-time Remote
Thread Defined by RMI Default timing properties Default timing properties used by the
used by the real-time RMI distributed real-time RMI
Server proxy thread is Server proxy thread isviewed | Server proxy thread is viewed as a new
viewed as a standard Java as areal-time Javathread distributed real-time Java thread with
thread with default scheduling default scheduling parameters
parameters
No AIE expressible from No AIE expressible from No AIE expressible from client
client client
Real-Time Defined by RMI Client timing properties are Client timing properties are used by the
Thread used by the real-time RMI distributed real-time RMI
or (Bound)
Asynchronous | Server proxy thread is Server proxy thread isviewed | Server proxy thread is viewed as new
Event Handler | viewed as a standard Java as areal-time Javathread distributed real-time Java thread with
thread with inherited scheduling appropriate release and scheduling
parameters and sporadic parameters
release parameters
No AlEs are propagated AlEs can be declared on Al Es can be declared on remote
through RMI as no remote remote method; however, as method; if the client real-time thread is
method throws an AIE and no distributed thread model, interrupted, it is propagated to the
thereis no distributed thread | only the client thread can be server machine; if the distributed thread
model interrupted; thisis propagated | isinterrupted thisis propagated by the
through the real-time RMI DRTSJ platform(s) to the head of the
system to the proxy thread distributed thread
Distributed Defined by RMI Client timing properties are Client timing properties are used by the
Real-Time used by the real-time RMI distributed real-time RMI
Thread
or (Bound) Server proxy thread is Server proxy thread isviewed | Server proxy thread is viewed asa
Global Event | viewed as a standard Java as areal-time Java thread segment of the distributed real-time
Handler thread with inherited scheduling Java thread

No AlEs are propagated
through RMI as no remote
method throws an AIE and
thereis no distributed thread
model

parameters

AlEs can be declared on
remote method; however, as
no distributed thread model
only the client distributed
thread can be interrupted; this

AIlEs can be declared on remote
method; the distributed thread can be
interrupted from any site that has
access to the distributed real-time
object or any associated Al E object;

is propagated through the thisis propagated by the DRTSJ
real-time RMI systemto the platform(s) to the head of the
proxy thread distributed thread

8 Conclusions and Future Work

This paper has explored the ways in which the RTSJ can

be integrated with Java RMI. An incremental approach has

been suggested along the following lines, in order of

increased functionality (and increased complexity).
Real-time Java threads can call remote objects but
they can expect no timeliness of message delivery and
no inheritance of scheduling parameters % there are
no changesto RTSJ and no changesto RMI.

Real-time Java threads can call rea-time remote
objects and they can expect timely delivery of
messages and inheritance of scheduling parameters;
however, they cannot expect to have any distributed
thread functionality ¥ there are extensions required to
RMI but no extensions required to RTSJ or the RT
VM.

Real-time Java threads can call rea-time remote
objects and they can expect timely delivery of
messages, inheritance of scheduling parameters and an

Presented at: The 5" |EEE International Symposium
on Object-oriented Real-time distributed Computing,
Washington, D.C., April 29-May 1, 2002.



associated global thread identifier. However, they
have no other distributed thread functionality %, there
are extensions required to RMI but no extensions
required to RTSJ but a small extension to the
supporting platform is required.

Distributed real-time Java threads can call distributed
real-time remote objects and they can expect timely
delivery of messages, inheritance of scheduling
parameters and full distributed thread functionality %
the DRTSJ consists of the extensions required to RMI,
RTSJ and to the supporting platform.

Currently, the authors are considering the details of the
Real-time RMI infrastructure and the approach to support
distributed real-time scheduling. It is expect that the latter
will follow closely the approach adopted by dynamic real-
time CORBA [14].
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