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Conference Highlights

Prior to 9/11 nationad economic security focused mainly on export controls and free trade.
Today, however, national economic security requires afunctiona economy during and after a
terrorigt attack. Thisrequires consumer and economic confidence, which can only be maintained
with the cooperation and collaboration of the private sector. With government as afacilitator
rather than aregulator, users and makers of digita control systems must do their part to address
vulnerahilities to enhance nationa economic security. Industry has arole and responghility to
make security and security awareness part of business operations and planning in their own
vested interedts.

Rules have changed. Now, when we know about vulnerabilities that may be subject to possible
terrorist exploitation, the federd government, the private sector, and al Americans must seek to
fix them. Itisinindudry’slong-term economic interest to fix vulnerabilities now—rather than
suffer the consequences. The aviation industry continues to fed the effects of more reguletion, a
new Trangportation Security Agency, Congressiond bailouts, and even bankruptcy.

Presdentia Executive Order (13231) established the Presdent’ s Criticd Infrastructure
Protection Board (PCIPB). This order emphasizes the degree to which the IT Revolution has
changed the nature of the American economy, and calls for an industry-government partrership
to help secure criticd infragtructures usng market forces.

Towardsthis end, the Presdent has asked for anationd dtrategy to secure cyberspace; in that
Srategy, the government seeks aroadmap on how best to secure digital control systems that
underpin this nation’ s critica services: how should it been done? More avareness? With more
encryption? Industry best practices? More research? While there islittle doubt thet the lines
between “physcad” and “cyber” security continueto blur, it is dear that digita control systems
are organizationa key dements that run through dl parts of critical service operations.

The god of today’s conference is to dart drafting this roadmap under the partnership rubric. The
conference hopes to promote collaboration, identify current work that is being done, identify
gaps, and propose recommendations for government involvement and improvement.
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Working Group Breakout Session 1.
User Requirements and Needs

Priority Areas of Consderation

1.

2.

8.

Industry needs a“Top 10 Checklig” highlighting easy-to-fix, high return initiatives

There need to be security “roles’ and “priorities’ for industry and government for the short-
term, medium-term, and long-term.

The security awareness and education of corporate CEOs should be increased through
devel opment of a Business Case for Action with identified threets basdined.

Security guiddines and specifications should be issued to vendors.

Guidance and specifications for governance (e.g., policy, procedures, plansand traning
guidance) should be developed.

Threat awareness and identification should be increased for the public at-large.

Cross-sector best practices should be developed and shared.

The barriersto information sharing, such as FOIA, need to be consdered and solved.

Other Pointsto Consder

NIST has a Process Control Security Requirements Forum (PCSRF) for utilities and
manufacturing, with the objective of developing a protection profile for control sysems.

The Open Group's Active L oss Prevention Program Secure Systems Methodology cuts
across sectors.

The Busness Case for Action needs to reflect cost outside of the infrastructure itsdlf (to
customers of the infragtructure).

Diverse thregts strain resources, and multiple messages from different Federd entities are
causng confuson. Indusiry needsto have target prioritization information.

I'n addition to the points discussed above, five specific areas should be considered:
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Industry needsto tell the government how to foster security awareness at the CEO and the
Corporate Board level. In addition, security avareness a the employee level should be
enhanced. Oneideaisto creste a“ Security Game’ that employees“play” before gaining
System access.

Indusgtry should use avulnerability paradigm, rether than athreat paradigm, when addressing
and thinking about security. Accessto threst information will not solve indusiry problems,
because you will not know about threetsin advance. Industry should assess vulnerabilities,
factor them, and develop aprioritized ligt.

Industry should help government direct R& D expenditures and priorities. Government nesds
to know firdt that industry wants more research, and then specificaly what areas need
concerntretion.

Industry should help government develop security standards; this could be donein
conjunction with NIST.

Industry should provide input to the Nationd Strategy to Secure Cyberspace, which will
come out thissummer. Any input to the government should be ddivered by the end of June,

2002.

Working Group Breakout Session 2:
DCSY Security Technology Directions/R& D/Standards

Priority Areasof Consderation

1.

There needs to be a mechaniam for information sharing within and across sectors. When and
where gppropriate, this information sharing resource must protect the sengtivity/identity of
theinformetion it receives. Further, government needs to darify how Sendtive But
Undassified (SBU) information can and should be shared across sectors. Thisinformation
sharing mechanism should aso incdlude ameansto exchange R&D.

There needsto be a“test-bed” to conduct redity bases scenario experimentation where
industry and government can explore vulnerabilities and potentid fixes. For example, if
cyber-terrorigts attack a power grid, how will the grid actually repond? How much damage
will the atack cause and what type of damage? Will there be measurable cascading effects?
This“test-bed” can aso serve as a showcase to display security expertise.

There should be a standardized threet ard security template that will dlow eech user to
conduct threat and vulnerability assessments.

There needs to be increased coordination among parties working on security issues across
various indudries and sectors.

Government and industry should review the underlying security assumptions that form the
basis for security standards, including the consequences if those assumptions are invdid.
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6. Government needs to provide seed money for R& D aswel asan R& D mandae. There dso

8.

0.

needs to be economic incentives to aid security deployment.

Industry needs to understand the motivation for deploying secure systems (i.e. increased
awareness). Can there be economic security motivators, such astax credits or accelerated
depreciation alowances?

There need to be security awareness and education campaigns so users and manufactures
understand security issues. There should be acondgtent way to express industry best
practices.

Business should incorporate security considerations across a product’ s life cyde.

Other Pointsto Consder

The indudtry understands sefety in dear terms; it islogica to make security “look like” and
“sound like" sfety.

What isthe extent of private security initiaives currently underway? Can these initiatives be
incorporated into this netiond framework?

There should be increased cooperation and coordination among sector working groups and
workshops. Thiswill promote knowledge sharing and help identify mutud aress of concern
across sectors.

Outside expertise should be utilized, where appropriate. This might include the nationd labs
or private corporations.

Use lessons learned from Y 2K, especidly with regard to nationd awareness and consumer
marketing.

Industry should consider teaming more dosdly with |EEE to write security standards,

Thereisaloss of human “security” capitd. Industry needs to educate and re educate the
workforce with regard to information security.



