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The mantra of any good security 
engineer is: “Security is a not a 

product, but a process.”  

It's more than designing strong 
cryptography into a system; it's 
designing the entire system such 

that all security measures, including 
cryptography, work together. 

Bruce Schneier 
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Key principles for Next Generation Identity 

 Identity must be separated from 
Access Management 
 
● An Identity solution must provide identity 

to multiple, disparate, Entitlement and 
Access Management solutions 
 

● Access Management must consume 
identity and entitlement from multiple 
sources. 
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Key principles for Next Generation Identity 

 Identity is not just about people 
 

● Identity needs to encompass all objects 
that need to identify themselves 

● This includes; 

● People 

● Devices 

● Code 

● Organisations 

● Agents. 
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Key principles for Next Generation Identity 

 Federation of existing IAM system 
will not scale 

 

● Technically difficult 

● n-factorial problem 

● Transitive trusts problem 

● Assertion (or claims) based solutions will 
allow scalability and flexibility. 
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Bi-directional Trust2 

1. Multiple Access Real Time IP Network Implementation    2. Jericho Forum Commandments #6 & #7 
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Attributes (or claims) to 
make risk based decisions 
 

• “I am a qualified doctor” 
and 
• “I want access to this drug 

data sheet” 
 
 

• “I work for XXY organisation” 
and 
• “I’m part of the “ZZZ” Project” 
and  
• “I want to access the project 

area” 
and 
• “I’m a device that can provide 

a secure sandbox” 
 
 

• “I’m a British Citizen” 
and 
• “I want to enter the UK” 
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Key principles for Next Generation Identity 

 Strong identity is key to trust and 
collaboration on the Internet 

● The lack of Strong Identity is hindering 
adoption 

● People operate with facets (or persona) 

● Strong core identity (with a one-way trust) 
is key to making this work 

● People must own their own core identity 

● Escalating individual persona to a pseudo-
core will fail. 
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Core Identity 
Paul Simmonds 

Security 
Professional 

White Water Kayak 
Instructor 



Multiple Facets Refugee 

The need for a one-way trust 



Core Identity 
Paul Simmonds 
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The big lie of computer security is 
that security improves by imposing 

complex passwords on users. 

In real life, people write down 
anything they can't remember.  

Security is increased by designing 
for the way humans actually behave 

Jakob Nielsen 



 2.1 – Cloud Cube model 

 

 In Guidance 3.0 

– Move from IAM to IdEA 

– Cloud Cube model - unchanged 

– Entitlement into Application Design 

– Re-written Domain 12  

Identity, Entitlement & Access Mgmt 

– Identity as a Service in (new) Domain 14 

Jericho Forum work in the CSA Guidance 







Summary & Conclusions 

 Your organisation should have a robust identity 
strategy 

 An assertion (or claims) based model should be at 
the heart of your strategy 

 Plan to deliver strong identities for all objects 
(People, Devices, Code, Organisations, Agents) and 
not just people 

 Plan to consume identities from many sources and 
for many object types 

 Getting identity right will allow faster, more secure, 
and more flexible collaborative business relationships 
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Business rationale for 
de-perimeterisation 

Jericho Forum 
Commandments  

Freely available at www.jerichoforum.org 
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