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Tom David-son 
(Tom Davidson) 
Attribute: Son of 

David & Mary 
 

Parents: David & 
Mary 

15 miles 

Tom the Baker 
(Tom Baker) 

Reputation: Good 
Bread 
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Same Person 

or same Core Identity 

Facial Biometric 

or Core Identifier 
Immutably linked 

Two Personas 

Primacy: Yes 

Name: Tom Davidson 
Age: 19 
Address: Little Plumton 
Father: David 
Mother: Mary 

Village Persona 

Name: Tom Baker 
Occupation: Bread Seller 
Reputation: Good 
Business Address: Cart 
Business Hours: Mon-Fri 

15 miles 

Town Persona 



Key aspects for privacy & primacy 

 Immutable linking of Core Identity to Core Identifier 
– The only thing we really care about  

is serial pseudo-anonymity 
 Free to set up as many (or as few) Persona’s 
 The entity must have primacy over all it’s personas 
 One way trust from unique identifier to a persona 
 Thus not able to go “back up the tree” 
 Acid test: can you anonymously vote? 

 

Q4c 



Entities 
 Users 
 Devices 
 Organizations 
 Code 
 Agents 
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Note: 
Data is not an entity unless 
self-protecting – then it’s 

code! 



Core Identity 
Some of my persona’s (Paul Simmonds) 
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Personas of my Core Identity 
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Identity Source #1 

Identity Source #2 

Attribute Source #1 

Identity & Attribute Source 
#1 

Access Management 

N
etw

ork Access 

System
 Access 

Application Access 

Process Access 

Data Access 

Authorization 

Entitlement Rules 

Entitlement Process 

Source: CSA Guidelines v3.0 
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Core Identity 
(Private Key – Core Identifier) 

Public Schema 
(such as Nat. Health) 

Private Schema 
(e.g. employer) 

Schema Org. Identifier 
and Core Identifier 
(Concatenation) 

One Way Function 
HASH-Function (SHA-1) 

Schema / Persona 
specific Identifier 

Schema Org. Identifier 
and Core Identifier 
(Concatenation) 

One Way Function 
HASH-Function (SHA-1) 

Schema / Persona 
specific Identifier 

DRAFT 

Recursive 
identifier 

Organisation 
Identifier 

Organisation 
Identifier 
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Core Identity 
(Core Identifier) 

Immutable linking of Core 
Identifier to an Entity 
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UK Government 
Identifier 

Local authority 
Identifier 

Citizen / Address Persona 
with Identifier 

VISA 
Identifier 

Credit Card Persona 
with Identifier 

Assertions: 
Purchase: 62in OLED screen @ £62,000 

Assert: This is my Amazon account 
Assert: This is my address 

Assert: This is my Visa Card 

High Value Transaction 
(high risk transaction) 

eCommerce Persona 
with Identifier 

Amazon 
Identifier 



Government Schemes 

 UK ID Scheme (failed) 
 NSTIC (National Strategy for Trusted Identity in Cyberspace) 
 STORK (pan-European recognition of electronic Ids) 
 UK Cabinet Office initiatives 
 Other Government ID Schemes 

 German “EID card” 
 Austrian “Citizen Card” 
 Estonian “ID Card” 
 Finland “Citizen Certificate” 
 Hong Kong “Smart ID Card” 
 Malaysian “MyCad” 

 EURIM 
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Acid tests for a good Identify Ecosystem 

 Secure – open to review by experts 
 Trust eco-system – needs to be built on rock 
 Open cryptography 
 Recursive cryptography 
 Open implementation reference model 
 Implementable anywhere in the world 
 
Read more in the Jericho Forum response to NSTIC 

http://www.nist.gov/nstic/governance-comments/Jericho-Forum_NSTIC-NOI-July2011.pdf 
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 Read the JF Identity Commandments 
 Implement identity for all entities 
 Mobile Device Management to onboard user-owned BYOD 
 Implement authentication with attributes and rules 

(entitlement rules) 
 Have good Master Data Management processes 
 Develop a good identity strategy 
 Perform an Identity risk assessment as it’s foundation 
 Get involved in NSTIC 
 Add a SAML capability (to existing corporate ID solution) 
 Adopt Open Authentication (OAuth) 
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Action List 



Questions & Comment

ions & Comment
Questions & Comments 

Questions & Co
 omments 

Questions & Comments 



Shaping security for tomorrow’s world 

www.jerichoforum.org 


