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Enterprises today demand collaborative working with 
business partners, suppliers, customers, and out-workers, 
globally over the Internet. This significantly broadens 
the scope of what "information security" must cover.  
The future for effective security is to protect corporate 
business’s greatest asset – its information – taking an 
information-centric approach by moving protection 
closer to the data, and ultimately by integrating the 
security with the data.
The Jericho Forum® commandments define the 
security principles for assuring effective security in 
de-perimeterized environments, and our Collaboration 
Oriented Architecture (COA) Framework supports 
architecting secure systems for de-perimeterized 
environments. Together they provide a design principles 
blueprint and practical framework showing how to create 
secure architectures for global business collaborations 
over the Internet.
The Jericho Forum® recognizes the huge potential of 
Cloud Computing – seemingly unlimited computing 
power, storage, applications resources, and services, all 
at almost immediate availability and low cost. There are 
a number of different Cloud types, however, and each 
poses different combinations of risks which enterprise 
business must understand how to manage. We have 
therefore extended our mission for “secure global 
business collaboration” to include securing the Cloud.

Who we are

The Open Group Jericho Forum®, a forum of The Open 
Group, is the leading international independent group 
of information security thought-leaders dedicated to 
advancing secure business in global, open-network 
environments. Members include top information 
security officers from multi-national Fortune 500s and 
entrepreneurial user enterprises, major security vendors, 
government, and academics. The Jericho Forum® 
provides a vendor-neutral place to meet, gain knowledge, 
and lead the development of approaches and standards 
for a secure, collaborative online business world.

Our members share their extensive knowledge and 
experience as CISOs and security practitioners, to 
enable secure business collaboration in an increasingly 
de-perimeterizing world. We do this by:
• Raising awareness of the security challenges we face as 

our corporate perimeters are increasingly being eroded 
by the effects of de-perimeterization

• Promoting the adoption of open collaborative 
architectures for secure business growth and flexibility

• Providing practical guidance to both customers 
and suppliers in identifying and responding to the 
challenges arising from de-perimeterization

• Demonstrating market demand for solutions to issues 
identified by the Jericho Forum®, and influencing IT 
vendors to respond effectively

• Showing how to analyze and test proposed solutions 
against our published security principles and guidance

• Supporting development of open standards that will 
underpin effective solutions

Our approach

Through the 1990s, thought-leading CISOs shared 
their perceptions that increasing business demands for 
collaborations with their business partners, suppliers, and 
customers were undermining security defenses at their 
corporate perimeters. They saw this de-perimeterizing 
process was an inevitable trend which required a new 
approach to developing the security products, services, 
and solutions they needed. By 2004, they found no 
existing security group that was willing to take up this 
challenge. So they founded the Jericho Forum®.

Why the Jericho Forum?

In October 2010, the Jericho Forum® transitioned from 
being a hosted forum to be a regular forum in The Open 
Group.  It continues to have close working relationships 
with other forums in The Open Group, especially the  
Security Forum. It also enjoys mutually beneficial 
exchanges with other industry groups.  Prominent  among 
these is its collaboration agreement with the Cloud 
Security Alliance (CSA).

Industry liaisons

If you would like to be part of our drive to influence our 
information security industry, steer our priorities and 
deliverables, and network with our members, become a 
member. Visit www.jerichoforum.org/join.htm.

Become a member

What we do
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• Identity and Access Management – the “digital 
identity” challenge; Identity Management, and Access 
Management, at the required levels of granularity.

• Data-centric Security – self-protecting data, where 
protection is bound to the data it is protecting.

• Securing the Cloud – continued collaboration with 
the Cloud Security Alliance on areas of joint interest, 
including development of CSA version 3 guidance.

• Trust Management – managing trust in business 
collaborations.

• More liaisons with other industry groups – mutually 
beneficial liaisons with ISO JTC1 SC27, ENISA,  
EURIM, ISSA, ISF, ISACA, etc.

Current plans in 2011

• Publications – All freely available via links at www.
jerichoforum.org/publications.htm:
— De-Perimeterization Vision White Paper
— Business Case for De-Perimeterization
— Commandments – Design Principles
— Collaboration Oriented Architecture – a set of 19 

requirements papers grouped in 4 areas
— Cloud Cube Model – selecting cloud types for secure 

collaboration
— Contributions to CSA v2.1 Guidelines
— Self-Assessment Scheme – for customers and 

suppliers to evaluate security solutions
• Presentations – delivered at numerous public events 

and all freely available as a re-usable resource at 
www.jerichoforum.org/presentations.htm.

Key accomplishments - the "noughties" decade of de-perimeterization

In computing terms, the “noughties” (2000-2009) was the decade of de-perimeterization:
2001 The "de-perimeterization" term coined. 2006 First requirements paper published.
2002 Addressing de-perimeterization becomes urgent. 2006 Jericho “commandments” published.
 2003 No existing security group accepts the challenge. 2008 Collaboration Oriented Architecture published.
2004 Jericho Forum founded; host is The Open Group. 2009 Jericho Forum® registered trademark granted.
2005 Jericho Forum becomes a membership group. 2009 Cloud Cube Model paper published.
2005 "Vision" white paper published. 2009 De-perimeterization as an established concept.
2005 First conference hosted by InfoSecurity. 2009 Commandments applicable to Cloud Computing.
2006 Jericho ForumTM trademark granted. 2009 Self-Assessment Scheme published.

 

 

 

 

 

  
  

 
  

Deliverables


