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Security for a Wide Open World




Data Security

Have you deployed?

Firewalls |dentity Intrusion
Management Detection
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Multiple Choice...

Worried about losing data??

I can’:t sleep,///}
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“IT'S THE ECONOMY, STUPID!”

James Carville

Political Strategist
President Clinton - 1992
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“IT'S THE DATA, ... I”

Joseph Ansanelli
CEO and Co-Founder
2001
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Data Loss Prevention

Where is my confidential data stored?

Bzl
Where is my confidential data being sent?

How is my confidential data being used?

How do | enforce my data loss policies?
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Data Loss Statistics

The Risk

1:400 messages contains confidential data

1:50 network files is wrongly exposed

4:5 companies lost data on laptops

1.2 companies lost data on USB drives

¢)vaNTu

7 Vontu, Inc. All Rights Reserved.




Data Loss Prevention in a wide open world

EQU'FAX Finisar Prudential @ Financial

Business Partner Offshore Reduce data oroliferation
Collaboration Manufacturing P
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Content-Aware Data Protection

Confidential Data Detection ] Automate Data Protection |
« SSNs / Personally Identifiable Information » Block email * Notify
» Account balances » Block USB copy o Classify
* Source code  Encrypt message < Archive / Don't Archive
e Quarterly earnings data » Encrypt file in-place « Apply digital rights
* New product design specifications » Encrypt back-up files Move to 2nd tier storagg
e Protected health information e Quarantine malil
» Classified national intelligence * Re-locate data
\ J \ J
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Data-Centric Security Commandments

« Content must drive classification

* Protect users from foolish actions

e Security must travel with the data
 Enable data to be shared, securely
 Man shall not live by encryption alone

e Control access to the data, not just the container
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Impact of Data Loss
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Impact of Data Loss
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Do You Know Where Your Data Is?
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Thank You



Vontu Data Loss Prevention 8

Data at Data In Data at the
Rest \lelife]y Endpoint

Vontu Vontu Vontu
Discove Protect Endpoin
[ il t

DLP Policy

Detect Protect

Vontu Vontu
Network Network
Monitor Prevent

Workflow Access and

Vontu Enforce Platform

Reporting Privacy Controls
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Vontu Is the Choice of Market Leaders

DOW CORNING

CATERPILLAR® # Pitney Bowes = Honeywell @ MOTOROLA

Qc ~ . . -y 0
NetApp cadence Finisar \/grlSlgn“ ﬂVISTO

sy, VS RIS Oz,

, y Harvard Pilgrim

UnitedHealth Group MEDICAL CENTER

AIG » &j @ Allstate. PROGRESSIVE
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35 Merrin Lynch ' JpMorganchase & ClTIQroup. Ba"kofAme"caq?/
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