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NEWSLETTER 

October 2007



Welcome to the September 2007 Jericho Forum® Newsletter. In this edition, we bask in the success of our September 11th 2007 Conference in New York City and the associated success we are already having from our investment in raising our profile in the US marketplace. As usual, feel free to share our news with your colleagues, and email us with your comments.

Feature-Rich Firewalls Needed
PC World - USA
The Jericho Forum predicts a day when it will be unnecessary to build network perimeter defenses with firewalls, but in the meantime corporate ...
See all stories on this topic 
Google Blogs Alert for: "Jericho Forum"
The Daily Incite - October 4, 2007
By Mike Rothman 
In the minds of many security professionals, the Jericho Forum stands for revolution - even though the message now is more about evolution. Larry Seltzer's ill advised rant about turning off firewalls is really indicative of where ...
Security Incite Rants - http://securityincite.com/blog/mike-rothman 
Next-generation firewalls will need wide variety of features
The Jericho Forum predicts a day when it will be unnecessary to build network perimeter defenses with firewalls, but in the meantime corporate network-security experts need to find alternatives to address the shortcomings that are ...
ARN Daily - http://www.arnnet.com.au 
Further reading:

Network World – Tim Greene, Sept 10, 2007, on the Jericho forum survey:

http://www.networkworld.com/news/2007/091007-jericho-forum-firewalls.html
Network World – Tim Greene, Sept 14, 2007:

http://www.networkworld.com/news/2007/091407-next-generation-firewalls.html
Daily Incite – Mike Rothman, Sept 17, 2007:

http://securityincite.com/blog/mike-rothman/the-daily-incite-september-17-2007 

“Crazy Americans still love their firewalls” … this blog gives insight into reluctance in US perceptions and acceptance of the Jericho Forum’s messages

Kartik Trevedi’s blog – Sept 18. 2007:

http://ktrivedi.com/2007/09/18/de-perimeterization-of-security/ 

… commenting the Jericho Forum’s Web page 

Rational Security blog - Chris Hoff, Sept 17, 2007
http://rationalsecurity.typepad.com/blog/2007/09/the-british-are.html 

Network World – Scott Bradner, Sept 24, 2007: Crustacean security still gets in real security’s way

http://www.networkworld.com/columnists/2007/bradner92407.html?vo=1001voices1&&nladname=100107voc 

Oracle “talkingidentity” blog – Nishant Kaushik, Oct 1, 2007:

http://blogs.oracle.com/talkingidentity/2007/10/01#a187 
Marcy – Oct 10th
Chris, Ian;
Following is an interesting piece by Tim Greene that opens with Jericho Forum.  A slight improvement in tone for Tim Greene. He manages to incorporate the Jericho Forum point of view and still pushes firewalls.
Regards,
Marcy
 

NetworkWorld
 

	Next-gen firewalls will need wide variety of features

By: Tim Greene
Network World (US)  (04 Oct 2007) 

	The Jericho Forum predicts a day when it will be unnecessary to build network perimeter defenses with firewalls, but in the meantime corporate network-security experts must find alternatives to address the shortcomings that are pushing firewalls toward extinction.

They must look for equipment that filters at the application layer and supplemental products that proxy encrypted traffic so it can be inspected, experts say.

“A next-generation firewall needs to look within traffic streams and determine whether this is the traffic I expected,” says Rob Whiteley, an analyst with Forrester Research. The key to protection is peering deep into packets to decide what poses a threat and what doesn’t, not merely on what ports it uses, he says.

Firewall vendors already recognize this and have incorporated deep inspection of packets that probe to the application layer to determine the nature of traffic and look for anomalies that can signal malicious behavior, he says.

Most businesses leave open port 80 for HTTP and port 443 for SSL, and these protocols are used to transport a wide variety of traffic and applications, legitimate and otherwise, says Greg Young, an analyst with Gartner. With these ports unguarded, traditional firewalls allow in more potentially damaging traffic. Implementing Web-based networking accelerates the problem.

SSL traffic, which is growing rapidly as a percentage of corporate traffic, poses a particular problem because there is no way for a firewall to decrypt it to find out what it contains, Young says. “The fact is this is a real blind spot. It’s a dirty little secret that a large percentage of traffic is not being inspected,” he says.

The only way around the problem is to terminate the SSL, decrypt it and inspect it, which effectively creates a man-in-the-middle attack, albeit an authorized one, he says. Nevertheless, it still breaks the security model that encryption secures 
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