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Jericho Forum Webinar – December 11th
In this 1-hour webinar, Paul Simmonds reviewed what the Jericho Forum has achieved through 2009, and how we will continue to make a difference through 2010.  The Webinar concluded with 15 minutes of Q&A.  As we approach the next decade, we can afford to dwell with some satisfaction on the thought that Paul expressed in this webinar –

“In computing terms the Noughties was the decade of de-perimeterisation”
As a reminder on this, in 2001 Jon Measham (then at Royal Mail) is on record as using the term “de-perimeterisation” to describe the effect of the steady erosion of the corporate IT perimeter.  This spurred increasing discussion among like-minded CISO’s who saw the resulting security challenges were not being taken up, or even recognized and accepted.  At RSA-Europe in 2003 Paul Simmonds & David Lacey presented on it, resulting in front page headlines in the IT Press.  In January 2004 the Jericho Forum was founded, and in Feb 2005 we published our de-perimeterisation white paper.  Our "commandments" followed in April 2006, our COA in April 2008, and our Cloud Business Model paper in April 2009.  Now at the end of the "noughties" decade, de-perimeterisation is an established industry concept, also accepted as relevant to the cloud.
The Webinar does look back on our achievements, but also outlines how we aim to make a difference in 2010. 
If you did not join the live Webinar, and havn’t yet played the recording, we recommend it to you.
-  go to https://opengroupevents.webex.com/mw0306l/mywebex/default.do?siteurl=opengroupevents 
-  click on "Open Group Security Webcasts" 
-  in "Event Recordings", click "View" on the 11 Dec 2009 item
-  make your selection in the playback window.
The presentation is also available for download from the Jericho Forum Web site "public presentations" page at http://www.opengroup.org/jericho/presentations.htm 

CSA Guide Version 2.1 published
On Dec 17th The Cloud Security Alliance published its “Security Guidance for Critical Areas of Focus in Cloud Computing V2.1” - available from http://www.cloudsecurityalliance.org/.
The Introduction to this Cloud Security Alliance Guidance Version 2.1 (2009) explains how in Version 2.1 the 15 domains in Version 1.0 (published in April 2009) have been revised into 9 domains, in 3 areas - architecture, operating cloud, and governing cloud.  This Version 2.1 presents the key guidance in a readily digestible 76 pages, separated from the more voluminous research underlying the 9 domains, which the CSA will release as separate domain research white papers.  
We are pleased to have established solid working links with the CSA back in May 2009 – a month after the CSA’s formal launch and publication of their CSA Guidance Version 1.0 – through a Memorandum of Understanding which enabled our members to actively contribute directly to several CSA domain WGs developing the CSA Guidelines v2.1 - a fact that is very evident in the architecture domain but also clearly represented in other domains. 
Commentary by Dan Raywood on this in the Dec 18th SC Magazine (http://www.scmagazineuk.com/mixed-response-given-to-establishment-of-a-code-of-conduct-and-clarity-of-cloud-computing-with-questions-asked-on-benefits-for-enterprises/printarticle/159889/) included a quote from Jericho Forum board member Adrian Seccombe:
“New publications coming out now should prove a very useful resource for the CIF Forum. The Cloud Security Alliance published version two of their Cloud Security Guide yesterday.  As result of the collaboration between CSA and Jericho Forum, I was an active contributor to this document and our Cloud Cube model is now referenced within this document. Early next year we at Jericho Forum will also be publishing our Self Assessment tool which will provide further useful support to this worthwhile development.”

Self-Assessment Scheme
In our latest Jericho Forum meeting in Paris, a workshop session enabled attendees to complete the remaining major section - composing our set of "nasty" questions that will assess how well a product/solution satisfies the requirements for Commandment 8.  This workshop opened with the question 

"How is this Self-Assessment Scheme going to be useful to me? Why would I use it?" 
Our answer:
 … it enables both suppliers and consumers of security products and solutions to assess how well they satisfy the Jericho Commandments (design principles - www.jerichoforum.org/publications) for providing effective security in de-perimeterised environments, by 
· enabling suppliers to score their product/solution against each commandment and represent the result as part of their marketing
· providing consumers (particularly non-experts on security) with those "nasty" (i.e. difficult, testing, awkward-to-answer) questions to ask potential suppliers when deciding which products/solutions to buy.  
Overall we can hope that this will influence the market to improve the security of products/solutions in the directions we believe are essential to secure our current and future IT operations.  This scheme is not particular to Cloud but remains just as relevant to addressing security of operations in the Cloud  We can envision that our self-assessment questions will become part of a supplier's product information, and part of a customer's generic Request for Procurement/Quotation.  

Supporting Commentary on Self-Assessment Scheme
You may have seen the article in SearchSecurity.co.UK on Dec 16th by Ron Condon titled “Jericho Forum to provide customers with good security questions to ask”:
http://searchsecurity.techtarget.co.uk/news/article/0,289142,sid180_gci1377046,00.html?track=NL-988&ad=741314&asrc=EM_NLT_10433669&uid=5089759# 
Next Members Meeting
Our next Members Meeting is in the UK on January 15th, location to be confirmed. If you would like to host this meeting, please let me know.
Seasons Greetings, and best wishes for a successful New Year
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