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NEWSLETTER 

February 18th 2011



Jericho Forum™ in The Open Group San Diego Conference


We had several very productive Jericho-Forum-related meeting sessions in our San Diego conference on Feb 9-10. These are highlighted in this Newsletter.
The public Conference Proceedings are available at http://www.opengroup.org/public/member/proceedings/q111/ 

and our meeting report on sessions of specific interest to Jericho Forum members is available at 

http://www.opengroup.org/public/member/proceedings/q111/09JF.htm 

Members can access the members-only presentations linked to this report by entering their user name and password.  

Our next Open Group Conference is in London on May 9-13
http://www.opengroup.org/london2011/ 
Scroll down this page to read our flyer about our Jericho Forum Conference day on Tuesday (May 10th).  The conference week’s agenda will also include member meeting sessions on the projects outlined in the rest of this Newsletter.  

Weds PM - Cloud Computing Security Track
 – in which Paul Simmonds gave a provocative presentation (those of you who track Google alerts for “Jericho Forum” will have seen several Google alerts to it) on "De-risking the Cloud through effective Risk Management".  Paul explained the Jericho Forum’s approach: 

· to risk management in Cloud and other de-perimeterized environments, using the Jericho Forum’s Cloud Cube Model to explain the risks in different parts of the cube

· to why the Cloud will not take off fully without appropriate Identity Management and Access Management (The Cloud Identity Crisis).  

· to why current access methods do not support today’s business needs, and why a properly developed risk-based access approach is needed.
Weds AM: Identity & Access Management. 

In an interactive members session, Paul described the Jericho Forum's progress to date on developing the principles that underlie identity (an "identity" equivalent to our Jericho Forum "security" requirements), and Steve Whitlock presented an approach on IAM building on the ISO 10181-2 (authentication) and 10181-3 (authorization) 1996 Standards.  This session provided highly informative insights into Jericho Forum members’ thinking, in which Security Forum members were able to provide good feedback for us to take into our Jericho Forum IAM development project.

Thurs AM: Cloud/SOA Security: 

This meeting session was run as a joint workshop between the Cloud Computing Security Working Group and the Security & Jericho Forums.  It addressed recent progress with developing the Cloud Computing Security WG's project deliverables) – specifically their development of Security Principles that will enable us to all share the same understandings on a comprehensive set of security threats and vulnerabilities that we need to address in Cloud Computing and SOA environments.  While the Cloud Security Alliance (CSA) guidelines are prescriptive, our Cloud/SOA-Security WG approach is about method.  We plan the complete our draft Security Use-Cases paper in time for review in our 2Q11 (London, May 9-13) conference, and our Cloud Security Reference Architecture in the following 3Q11 (Austin TX, July 18-22) conference.  
Secure Mobile Architecture (SMA)

This is a joint Security & Jericho Forums plus Real-Time & Embedded Systems (RTES) Forum project.  The deliverable is an SMA standard for interoperable implementations.  It aims to develop a SMA reference implementation which uses the IETF HIP protocol and a component being developed in the Trusted Computing Group. Other dependencies include on IETF work on RFC 802bg and 802.3.
Managing Risk in Complex Interdependent Systems

This is a new "risk management" project, aligned with one of the 3 current Jericho Forum focus issues - how to establish that the organizations you wish to collaborate with have the operational capability and processes in place for you to have confidence in sharing your confidential information with them at the agreed levels of security.  What trust information do you need from collaborating partners in order to have this confidence - trust - and how should this information be exchanged between the collaborating parties? This project targets high-trust collaborations where there is mutual imperative to ensure that shared information and transactions are handled with the expected levels of trust.  It is not like an ISO 27001 certification or a once per year assessment – it needs to be as close to real-time as is realistically achievable to reflect the current trust profile of an organization. The project plan is to have an outline draft specification for review in our next conference (London, May 9-13). 
Contact us
Please do contact us at jerichoforum-interest@opengroup.org if you are interested in following up on any of the items in this meeting report, or if you have other feedback on this Newsletter.
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