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Context

Information Security professionals today have recognized the high value of having a clear enterprise security architecture for their business and using that to develop and migrate their security strategies within a sound and well-structured framework, driven by business priorities derived from sound risk management assessments. 

The ESA Guide published by the Network Applications Consortium in 2004 provides a valuable reference resource for practicing security architects and designers, which is still largely relevant today. 
The Problem

Like many other aspects of information technology, the practice of information security has evolved significantly since 2004 when the NAC’s ESA Guide was published.  Precisely because much of the ESA Guide content remains true and relevant, it offers an excellent base for updating to re-establish it as a leading reference guide for today’s information security practitioners.

What it needs is a fresh review:

· to separate out the different audience levels into separate parts

· to bring it up to date in those areas which have evolved since its 2004 publication date.

Objectives

To update the 2004 ESA Guide: 

· to separate out the different audience levels into stand-alone guides which are targeted at different levels of readership.

· to bring it up-to-date in those areas which have evolved since its 2004 publication date

· in particular, to update the quoted extract licensed from the British Standards Institute's BS17799

Expected deliverables

From review discussions in Security Forum meetings during 2008, a suggested restructuring of the ESA Guide content was:

· Part 1. Framework for ESAs
An update is needed on how much today are the critical standards complete and mature/adopted, or still work in progress? (ref ESA page 8). 
· Part 2. Governance, Regulation & Compliance (GRC), and Enforcement
Integrate Policy with Policy Driven Architecture chapter?
Integrate Enforcement with Security Operations chapter?
Relate events, event logging, and audit, to The Open Group's XDAS standard
Relate Risk Analysis to The Open Group's FAIR deliverables 

· Part 3. Security Technologies

· Part 4. Glossary of terms
Normalize to ISO 10181.3 and to the Risk Taxonomy standard.
The Project Plan for this ESA Update (see below) takes this 2008 review outcome into account.

Benefits - Market Need

Information Security architects and designers need up-to-date reference sources provided by experienced security practitioners. 

Expected resources

Key WG participants are members who are experienced practising information security professionals. Ideally the WG will include security product vendors and security solutions providers.

External dependencies

None identified at present.

Project Plan - Milestones & Timeline

Project leader to coordinate WG members to propose initial plan and timelines.
Note that the project plan may be revised at any time by agreement of the WG members to accommodate members experience, creative new contributions, understanding on best value, and progress.

Marketing Plan for adoption/promotion

· Education and outreach to our target audiences - CxOs, Policy Makers, Security Professionals, at all levels in small / medium/ large enterprises 
· Outreach and advocacy: 

· presentations at public conferences

· news releases to press and analysts on newsworthy progress



