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The Open Group Security Forum welcomes the opportunity provided to review the Draft U.S. National Strategy to Secure Cyberspace, and offers the following comments, based on discussions amongst its membership, in the hope that they will be found helpful in the preparation of the final Strategy.

1. Audience and Coherence

The Strategy addresses multiple audiences and provides several different kinds of guidance; for example it suggests funding priorities to Federal Government agencies while at the same time advising private citizens on how to configure and operate consumer IT equipment.  Much of the guidance provided is excellent.  The Strategy’s broad scope, however, obscures critical issues of responsibility and accountability. Examples include:

· Is the Government responsible for securing cyberspace even if individual citizens do not properly configure their home PCs? 

· Are businesses to be accountable for security failures in their IT infrastructure even if their IT vendors do not provide systems with adequate security?

· Whose job is cybersecurity?  

· How will job performance be measured?  

· What are the consequences for people and organizations who do not demonstrate due diligence to doing the job?

Moreover, the lengthy introduction does not effectively bring out its three key messages:

· Internet security is an international problem that affects everyone connected.

· There are some simple yet effective steps that can be taken. In the following sections of the Strategy are suggestions and guidelines specific to three target audiences: the federal government, corporations, and individuals.

· Improving the security and reliability of the Internet will require cooperation from all three audiences.


2. Economics, Incentive, Liability, and Regulation

The Strategy properly recognizes that economic, regulatory, and legal incentive structures have a major effect on the security of the IT environment.  It is less clear, however, about what specific incentive structures would lead to improvements, very unclear about how and when such incentive structures will be put in place, and entirely silent on the subject of who is responsible for creating the appropriate incentive structures.  A preference for a light-touch regulatory approach to the information security issue can be justified only if a clear analysis of market forces indicates how the market can create incentives to build and operate a secure IT environment and whether the incentives the market can create are sufficient to overcome countervailing costs and disincentives.  No such analysis is presented in the current draft.

The Strategy should set forth the following goals: to clearly identify who is responsible for the existence of security problems; to clearly identify who is responsible for fixing security problems and how they are identified as competent to do so; to clearly identify who has economic and/or liability incentives to create security problems; and to clearly identify who has economic and/or liability incentives to prevent security problems. 

3. Metrics

The Strategy does not offer any way to measure progress toward securing cyberspace. You can't manage what you can't measure. Neither industry nor government has yet come up with a fully effective way to measure information security. We recognize that a comprehensive set of metrics for all aspects of cyberspace security will be difficult to create and validate. However, even partial metrics can provide objective indicators with which to gauge progress. Metrics to be used should be chosen for their ability to measure and evaluate specific actions taken to achieve specific identified goals. While the information-sharing initiatives described in the document may provide useful data upon which a metric (or metrics) can be based, the Strategy doesn't describe how the data will be used.
4. Vulnerability and risk

The Strategy provides guidance towards reducing the incidence and severity of security vulnerabilities.  Reducing vulnerabilities remains a necessary goal, but by itself is insufficient to solve the information security problem.  Ross Anderson has argued convincingly in his paper “Why Information Security is Hard” that vulnerability reduction is an arms race which cannot be won. 

Given the information security community’s decades of failure to solve the information security problem by trying to eliminate vulnerabilities, the report also needs to address approaches to securing cyberspace while assuming that many existing vulnerabilities cannot be eliminated and that new vulnerabilities will continue to be created.

The Strategy should also acknowledge that people and process are significant contributors to vulnerability and risk, so must be included to ensure a balanced analysis and recommendations.

5. Limiting propagation


A central problem in information security is that failures propagate, with the result that local vulnerabilities can be exploited to cause widespread damage. The Strategy currently focuses more on correcting the local vulnerabilities than it does on addressing the problem of propagation of failures that occur when vulnerabilities are exploited.

Systems in which failures propagate easily can be called “brittle”, by analogy with physical materials (like glass), which have the same property.  Systems in which local failures remain local and do not propagate can be called “ductile” (again by analogy with physical materials).  The Strategy would benefit from more emphasis on the design of ductile systems. Examples include supplying IT products that are already set up with features that resist and contain malicious attack, systems that are designed to fail safe, and giving users guidance and incentives to follow best practice.

6. Competence, motivation, and responsibility

The Strategy encourages private citizens and small businesses to take a variety of steps to secure “their own cyberspace turf”.  The recommendations are useful and sound, but they are beyond the competence of some of the audience to which they are addressed.  Some members of the public and the small business community will, moreover, not be strongly motivated to undertake the recommended actions, as they will see them as an additional burden on their already busy lives.

The Strategy should address the criticality of actions of individuals and small businesses to success.  If these actions are in fact central to or critical for success, the Strategy should detail the incentives which will be offered to encourage the recommended actions, the assistance which will be provided to individuals who are not capable of carrying out the actions unaided, and the consequences, if any, of failing to carry out the recommended actions.

The Strategy needs to address more explicitly the fact that Cyberspace in its current form consists primarily of privately owned assets, and that actions in one private domain may have destructive consequences in another. Changing the way individuals and businesses use and manage their IT assets for the benefit of others will require reflecting these facts in some effective incentive structure.

7. Education and awareness


The Strategy acknowledges the role of security professionals and the need to encourage more practitioners into this field. The Strategy, however, implies that the current certification programs do not provide "a level of assurance about a person's practical and academic qualifications." This statement does not recognize programs such as the CISSP and CISA schemes, which require verification that the person meets the level of experience required by the certification. They provide a consistent level of professional experience and ethics on a global level with examinations administered by professional organizations. They also provide requirements for continuing education within the profession for retaining the certifications. While these certifications require prior experience, other existing certification programs, such as the GIAC program and individual vendor programs, can help to test the skills required for specific point technical skill requirements as an individual grows in experience. Further, there is no mention of the audit function using such programs as COBIT or ISACA to verify that adequate and appropriate security programs are in place.

There is a place for each of these different certification types. A combination of these existing programs is already accepted in the computer industry as a reliable measure of an individual's professional skills. Rather than duplicating these programs, the Strategy should encourage local professional security organizations, colleges, and universities to sponsor education and testing programs to take them up.

In addition, positive support and funding for security awareness programs should be provided in elementary and secondary schools, and colleges/universities, to create a way of thinking on how security impacts cyberspace. School systems can set the example for what students will take back into their homes, and the behavior pattern they will follow for the rest of their lives. Private industry can also take part in education of individual citizens by setting an example through proper applications of best practices, such as when user accounts are set up.

8. Codes; government accountability for interstate commerce, national defense, etc..

The Strategy’s general policy that government should defer to the private sector in addressing the technical and pragmatic issues of securing cyberspace is appropriate.  Any attempt by government to impose specific solutions upon industry by fiat is also likely to be unwelcome.  The government, however, clearly has a responsibility to participate, and in some instances lead, in creating structures that strongly encourage effective solutions to problems that affect society at large. Government obviously has a particular and irreplaceable role in establishing accountability for actions that are harmful to the public at large.  The document should address in specific terms the place of governments at all levels in creating regulatory regimes for the technologies and products, which compose cyberspace.  By analogy, regulatory regimes to ensure the safety of drugs, consumer products, and public transportation are already in place, and their appropriateness as models for cyberspace regulation could be addressed. 

Codes of practice also have an important role in encouraging due diligence to following best practice. There are many existing codes of practice, which provide good examples - the National Electrical Code (which has its origins in the fire insurance industry) is one such example.

Internationally, some Governments are already taking action through the use of mandatory audits using ISO 17799.  The International 7799 Foundation provides support on using this standard.

9. Research priorities

The Strategy is to be commended for its emphasis on the need for new research; information security is clearly not a solved problem and new approaches are evidently and urgently required.  The Strategy’s specific suggestions for research topics are not encouraging, however.  Many of the research topics listed in the document have already been extensively investigated without a great deal of evident benefit.

It might be better to leave the specifics of the research agenda out of this Strategy, as the specifics will change over time in any event and will be better addressed by funding agencies with proposals in hand. However, we note there are existing models (NSF, ARPA, etc.) for reflecting national priorities in research funding, which may provide useful guidance here.

The report could be improved by a discussion of how the success and effectiveness of research projects in information security will be judged.

10. Means and ends

The Strategy could usefully distinguish more clearly between means and ends.  Fixing vulnerabilities in operating systems is a means.  Preventing large-scale outages in the power and telecommunications infrastructures is an end.  The means (removing operating system vulnerabilities) may contribute to the end (preventing outages), or it may not.  The means may be only one of a number of possible means to the same end – and it may not be the best.  

The document could differentiate means and ends by stating ends as desired conditions (for example, “GOAL: In 2005 no input to a SCADA system from any party other than an authorized operator can cause a power generation facility to disconnect from the grid”) and means as recommended or required actions (for example, “ACTION: The information technology industry will ship all systems in a default configuration whose security is robust”).

11. Clarifying the goals


The title of the Strategy unfortunately contributes to the confusion between means and ends.  Securing Cyberspace is not an end (hence not an appropriate goal for a strategy); it is a means to one or more ends - including protection of the critical infrastructure.  It would be possible (for at least some definitions of “secure” and “cyberspace”) to secure cyberspace without protecting the critical infrastructure. In pursuit of clarifying distinction between means and ends, the Strategy should more clearly define what is meant by “Cyberspace”, and should state the presumed relationship between the security of Cyberspace and national policy goals (which are ends).  

The Strategy should take into account that the Critical Infrastructure is not just Cyberspace, that Cyberspace is not just the Public Internet, and that the Public Internet is not just the Web. It needs to ask whether the end of a secure Critical Infrastructure will require the means of locating some components outside of Cyberspace.  It also needs to ask whether a secure Cyberspace will require keeping some of Cyberspace disconnected from the Internet.  Finally it needs to ask whether the problem isn’t that the Web is insecure but rather that the Web is inappropriate for some of the uses to which it is put.

Security has two distinct but related meanings in cyberspace. One meaning implies that cyberspace remains dependable for delivery of certain expected services. These services may be business or personal, and may change over time, but at any given moment there is a set of “reasonable” services that have been established through experience. The other meaning implies that the risks to individuals and organizations that result from use of cyberspace are known and manageable. 

The ultimate goal may be seen as cybersafety – that is to make cyberspace a safe thing to use and a safe place to visit. In this context, security is one means to achieve the goal.

Finally, it is important to establish a clear consensus around the meaning of security in cyberspace, and to then apply sharply critical analysis to any proposal that purports to improve it. We should vigorously resist measures that are largely ineffective but cause great inconvenience. If we are clear on ends, then it will be much easier to assess the effectiveness of each proposed means. The ends should be expressed in non-technical terms that are meaningful to ordinary citizens, so they will attract wide support and enable everyone to answer the question "Will this make us more secure?".

END.

About the Open Group

The Open Group, a vendor-neutral and technology-neutral consortium, has a vision of Boundaryless Information Flow achieved through global interoperability in a secure, reliable and timely manner. The Open Group’s mission is to drive the creation of Boundaryless Information Flow by working with customers to capture, understand and address current and emerging requirements, establish policies, and share best practices; working with suppliers, consortia and standards bodies to develop consensus and facilitate interoperability, to evolve and integrate specifications and open source technologies; offering a comprehensive set of services to enhance the operational efficiency of consortia; and developing and operating the industry's premier certification service and encouraging procurement of certified products. More information on the organization can be found at www.opengroup.org.

