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What is NIST?
NIST is a Cybersecurity Framework that helps organizations improve their 
cybersecurity programs.

The framework consists 
of 3 key components:

CORE

TIERSPROFILE





STOP
How is your organization currently 
addressing cybersecurity concerns? 





Business Stack



ADM Requirements Risk Analysis Method
Preliminary To define approach and methods in accordance with 

customer or program

Vision To define the risk landscape to a program or 
enterprise requirements

Strategic Threat Scenarios, Risk 
Spectrum

Business Architecture To formalize the risk model defined in the vision 
stage against the business and the application at 
later stages

Tactical Threat Scenarios

Information System 
Architecture

To apply to information arch FAIR, SANS, ISO, NIST, OCTAVE

Technology Architecture To apply to tech arch FAIR, SANS, ISO, NIST, OCTAVE

Opportunities & 
Solution

To check and agree risk FAIR, SANS, ISO, NIST, OCTAVE

Migration Planning Program Management RISK CRAMM, ARM

Implementation 
Governance

Program Management RISK CRAMM, ARM

EA Change 
Management

Program Management RISK Scenarios, CRAMM, ARM

Risk M
anagem

ent

Control
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NIST CSF vs NIST 800-53
• NIST CSF provides a flexible framework that any 

organization can use for creating and managing a cybersecurity 
program

• NIST 800-53 provides security controls for implementing NIST 
CSF. NIST 800-53 aids federal agencies and entities doing 
business with them 





Mapping NIST CSF to NIST 800-53 r5



SPOT
Create a baseline assessment

Conduct a risk assessment



Risk Assessment

Two levels of risk in the TOGAF Standard:

• Initial Level of Risk: risk categorization prior to 
determining and implementing mitigating actions

• Residual Level of Risk: risk categorization after 
implementation of mitigating actions (if any)



• Extremely High Risk (E): the transformation effort will most likely fall with severe consequences
• High Risk (H): significant failure of parts of the transformation effort resulting in certain goals not being achieved
• Moderate Risk (M): noticeable failure of parts of the transformation effort threatening the success of certain goals
• Low Risk (L): certain goals will not be wholly successful



Risk Impact Matrix







Framework Implementation Tiers
How cybersecurity risks and processes are viewed within organization 

REPEATABLE
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RISK 
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Security Objectives

A loss of availability is the disruption of access 
to or use of information or an information 

systems

> LOW: The disruption of access to or use of 
information could be expected to have a 
limited adverse effect on organizational 
operations, organizational assets, or 
individuals

> MODERATE: The disruption of access to or 
use of information could be expected to have 
a serious adverse effect on organizational 
operations, organizational assets, or 
individuals

> HIGH: The disruption of access to or use of 
information could be expected to have 
severe or catastrophic adverse effect on 
organizational operations, organizational 
assets, or individuals

A loss of confidentiality is the unauthorized 
disclosure of information.

> LOW: The unauthorized disclosure of 
information could be expected to have a 
limited adverse effect on organizational 
operations, organizational assets, or 
individuals

> MODERATE: The unauthorized disclosure 
of information could be expected to have 
a serious adverse effect on organizational 
operations, organizational assets, or 
individuals

> HIGH: The unauthorized disclosure of 
information could be expected to have 
severe or catastrophic adverse effect on 
organizational operations, organizational 
assets, or individuals

A loss of integrity is the unauthorized 
modification or destruction of information.

> LOW: The unauthorized modification or 
destruction of information could be expected 
to have a limited adverse effect on 
organizational operations, organizational 
assets, or individuals

> MODERATE: The unauthorized modification or 
destruction of information could be expected 
to have a serious adverse effect on 
organizational operations, organizational 
assets, or individuals

> HIGH: The unauthorized modification or 
destruction of information could be expected 
to have severe or catastrophic adverse effect 
on organizational operations, organizational 
assets, or individuals

Availability: 
Ensuring timely and reliable access to 

and use of information

Confidentiality:
Preserving authorized restrictions on information 
access and disclosure, incl means for protecting 

personal privacy & proprietary information.

Integrity:
Guarding against improper information 

modification or destruction and includes ensuring 
information non-repudiation & authenticity





DEFEND
Analysis and Monitoring
Gap Analysis



Analysis and Monitoring



Gap Analysis
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Concluding Thoughts
• Cyber-risks are relevant at every level of the enterprise 

architecture

• Being proactive is necessary to stop cybersecurity 

failures before they happen

• TOGAF and NIST can be used together to provide 

robust cybersecurity coverage
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Thank you!
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Thank you!
Like some more information?

Join a Community!
LinkedIn, Twitter, 

ABACUS Knowledge Portal

Visit our YouTube Channel 
for more OG webinars and tutorials

Contact us:
abacus@avolutionsoftware.com

www.avolutionsoftware.com 

Visit out website:
https://www.avolutionsoftware.com

http://www.avolutionsoftware.com/

