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The Technology Supply Chain Integrity Challenge

• Perceived increase in sophistication and severity of cybersecurity 
attacks worldwide

• Potential for vulnerabilities introduced by use of technology provided 
through the global supply chain

• Governments and organizations buy products from companies they 
trust, but those companies usually do not manufacture all the 
components of their products

• The forum is being formed in response to the need to establish 
industry best practices that will help understand and reduce risks 
posed by the globalization of the technology supply chain



The OTTF will respond to these industry challenges by…

• Reducing risks that may be introduced from global supply chain 

providers

• Identifying manufacturing practices and checkpoints throughout the 

lifecycle that mitigate risk from uncontrolled, unprotected 

development methods and engineering procedures

• Develop conformance and accreditation criteria for trusted 

technology providers that will instill trust and confidence in both 

providers and consumers

• Work with the global community to develop responsible and realistic 

procurement policies that mitigate the risks introduced from supply 

chain vulnerabilities for all governments and vertical industries





Open Trusted Technology Forum Membership

As of February, 2011



Our Vision and Mission

OTTF Vision:

We are a global consortium established to support the 

adoption of best practices for secure technology 

engineering and procurement strategies in order to develop 

a more trustworthy global technology supply chain.

OTTF Mission:

The Trusted Technology Forum is an open, vendor-neutral 

initiative that formulates and supports use of a global 

framework, guidelines, procurement strategies and related 

resources that can

 Help the technology industry “build with integrity”

 Enable customers to “buy with confidence”; and

 Support global innovation.



What Problems Are We Solving?

• Commercial technology comprises key components of 
our critical infrastructure

• It’s become necessary to understand;
– The potential integrity risks that may be inherited from supply 

chains, both for software and hardware, and how the original 
equipment manufacturer (OEM) assesses and manages these 
risks;

– Practices that can mitigate potential risks of significant supply 
chain attacks;

– Risks to confidentiality, integrity, and availability of a customer’s 
environment or critical infrastructure as a result of procurement 
by customers of counterfeit components and products;

– Which software or technology development or engineering 
practices can help reduce product security and integrity risks; 

– How product assurance and risk is managed through the 
adoption of industry best practices and recognized 
international and open industry standards. 



Need to Work Together to Develop Expectations for a 

Trusted Commercial off the Shelf (COTS) IT Product

• “Good Commercial Product” – Helpful information that builds 

understanding of the product

– What’s in it ( source code and origin/pedigree)

– How was it built (development and manufacturing)

– How will it be sustained from an OEM perspective

– What management, process and quality controls were 

applied

– What are the meaningful supply chain considerations

– What variability, and volatility of sub-processes and supply 

should be expected (opportunistic component sourcing and 

contract fabrication)

– What other “measures of goodness” can be used or 

leveraged

– Not a substitute for CC, NIST, or ITU; Interoperability or 

protocol level compliance or certification

What are the

Realistic,

Consumable,

Affordable

Industry 

Best

Practices?



TTF Industry Driven Consensus Approach

• Identify and gain consensus on common processes, 
techniques, methods, product and system testing 
procedures, and language to describe and guide product 
development and supply chain management practices: 
– Identify product assurance practices that should be expected 

from all commercial technology suppliers based on expected 
risks and the baseline best practices of leading trusted 
commercial technology suppliers

– Help establish expectations for global government and 
commercial customers when seeking to identify a trusted 
technology supplier

– Leverage existing globally recognized information assurance 
practices and standards – Not an alternative to CC, NIST

– Share with commercial technology consumers secure 
development and manufacturing and trustworthy technology 
supplier best practices 

– Harmonize global standards & language used to describe 
best practices



Value of an Industry Lead Approach

• Need to understand:   What is a “Good Commercial Product”

– Multiple efforts (many still ongoing) by governments to 
prescribe standards for strength of IT security products, e.g. 
Crypto, Common Criteria, IPv6, etc. This assumes that products 
are designed and developed to meet established criteria.  What 
if the goal is to simply acquire “good commercial products?”  
How does the technology industry identify a “good or trusted 
commercial product”

– Customers seek lower cost/higher performance commercial 
building blocks for secure IT systems

– Industry can benefit immensely:

• Qualitative brand differentiation

• Leverage existing corporate best practices that comply

• Opportunity to define and dispel globalization concerns

“Build with Integrity

Buy with Confidence”TM



TTF Standards Development Principles

Principles for accomplishing our mission:

Our mission will be accomplished by providing vendors, 

distributors, integrators and consumers commercially 

reasonable integrity practices that are;

• Realistic - Based on a real, evidence based 

understanding of the risk 

• Practical and effective – Practitioner based, evidence that 

it works in the field

• Reasonable – Achievable and implementable by a wide 

variety of vendors and stakeholders

• Affordable – Reasonably cost effective to implement

• Open – Based on open standards and recognized 

industry best practices



ACS Initiative Work Products

• Developed Business 

Scenario White Paper

• Defined Ecosystem

• Customer Pain Points

• Problem to be solved

• Created Initial TTPF

• Operational Vision

Mitigate vulnerabilities 

which could lead to 

exploitation and 

malicious threats to 

product integrity.



Trusted Technology Provider Definitions

• Supply Chain Attack (general)

In general, a supply chain attack is an attempt to disrupt the creation of 

goods by subverting a commercial manufacturing, ordering, or distribution 

process.

• Supply Chain Integrity

The manufacturing and/or development process performs its intended 

function in an unimpaired manner, free from deliberate or inadvertent 

manipulation. Extends NIST definition [NIST 800-12].[1]

• Technology Supply Chain Attack

A technology supply chain attack subverts the hardware, software, or

configuration of a product, prior to customer delivery, for the purpose of

introducing an exploitable vulnerability.

• Technology Supply Chain

The manufacturing and/or development process used to produce and 

deliver hardware or software technology products and their configuration.

[1] NIST SP 800-12, An Introduction to Computer Security: The NIST 

Handbook; refer to: http://csrc.nist.gov/publications/PubsSPs.html.

http://csrc.nist.gov/publications/PubsSPs.html


Trusted Technology Provider Framework

• Grouping of industry best practices 

by category. 

• Best practices of most mature 

industry technology vendors

• For example, a supplier 

implements a Secure 

Engineering/Development Method. 

• Simple but not simplistic

• Realistic, consumable, actionable, 

affordable for technology vendors in 

a global environment



Open Trusted Technology Provider Framework

(O-TTPF)

The framework is broken into 

categories of Industry Best 

Practices:

• Product Development /Engineering

• Secure Development / Engineering

• Supply Chain Integrity

• Product Evaluation Practices



O-TTPF Best Practice Categories

Best Practice Categories Definition

Product Engineering / Development 

Method

Trusted technology providers utilize and internalize the 

application of a well-formed and documented development (or 

manufacturing) method or process.

Secure Engineering / Development 

Method

Secure development methods include techniques such as 

secure code design reviews or threat modeling, risk 

assessment and tooling for detecting, fixing, and mitigating 

vulnerabilities in both software and hardware. They might also 

include run-time protection measures; or monitoring and 

corrective actions for third-party component vulnerabilities or 

risks. Product design may also employ ways to ensure 

authenticity and protection from counterfeit components and 

use run-time execution protection measures; for example, the 

use of code signing.

Supply Chain Management Method Trusted technology providers manage their supply chains 

through the application of defined, monitored, and validated 

supply chain processes. These practices seek to ensure the 

integrity of the supply chain throughout product design, 

sourcing, fabrication delivery, support, and end-of-life. 

Product Evaluation Methods A Trusted Supplier submits Information Assurance (IA) and IA-

enabled products to one or more mutually recognized 

standards-based evaluation processes to determine the 

fulfilment of particular security properties, to levels of assurance 

appropriate to the application of the product depending on the 

needs of the market. (Common Criteria is an example of one 

such process).



Example O-TTPF Best Practice and Guidance

Industry Best Practice Guidance

Trusted 

technology 

providers utilize 

and internalize the 

application of a 

well-formed and 

documented 

development (or 

manufacturing) 

method or 

process.

Engineering/development methods are practical and meaningful 

within the vendor’s domain of software, firmware, or hardware 

manufacturing. This can be measured in the following ways:

1. The method must be demonstrably successful in practice. 

Successful means two things:

• When used correctly, the method routinely has the effects it 

claims to provide.

• The results routinely satisfy the needs of the method’s 

constituencies.

2. The method is maintained by an active community of 

practitioners.

3. The method must have explicitly defined inputs, participants, 

roles, process steps, outputs, results, and deliverables.

4. The method must be supported by self-paced or instructor-led 

training to a published, common curriculum.

5. The method must be supported by collateral materials for use by 

practitioners. These materials might include, for example, 

templates, tools, examples, and best practice 

recommendations.

6. The method must have a defined process for feedback from 

practitioners and the maintenance and revision of the above 

materials (community, documentation, training, and collateral).

7. The method supports the defined attributes of a well formed 

engineering/development method as defined in “Best Practice 

Attributes”



Sample O-TTPF Conformance Requirements
Category: Product Engineering / Development

O-TTPF Mapping Conformance Statement Evidence Requirements

Product Engineering/ 

Development Method

Trusted technology providers utilize and 

internalize the application of a well-formed 

and documented development (or 

manufacturing ) method or process.

Applicant must provide evidence of the use 

of a meaningful method as defined by the 

method recognition criteria.

{As defined by TTPF Method Guidance}

Product Engineering / 

Development Method

Product engineering methods are 

specified and refined to best fit the 

engineering / development characteristics 

of the target product.

Applicant must explain:

a. How the method meets the needs of the 

engineering/ development team.

b. How the method has been refined to 

meet the characteristics of the target 

product.

Product Engineering / 

Development Method

Requirements Management

Product requirements are documented 

and traced back to implemented product 

functionality. 

Product functionality are traced back to 

functional requirements. 

Applicant provides example of documented 

product requirements and traceability matrix 

(or equivalent).

Product Engineering / 

Development Method

Formal Product Engineering 

or Development Community

Product lifecycle practices and processes 

are supported by a community of 

practitioners who vigilantly maintain the 

organization’s engineering practices.

Applicant provides evidence that 

engineering / development practices are 

maintained, evolve and grow through the 

feedback and contributions of a community 

of practitioners. 

NOTE: For use as Example Only



Benefits of O-TTPF to Providers and Consumers

• The ability to work collaboratively with peer organizations, 
suppliers and customers to define, review and approve the best 
approaches developing a more trustworthy global technology supply 
chain

• Industry members of the TTF can directly interact with government 
acquisition leaders through their participation in the forum and 
government members can interact with their suppliers in an open, 
neutral forum

• Market differentiation through the future accreditation program, 
and status as an organization that contributes to the Forum

• Members can network with their peers in similar organizations 
around the globe and help harmonize global technology supply 
chain initiatives

• The TTF is intended to benefit technology buyers across all 
industries concerned with secure development practices and 
supply chain management, including government and defense, 
transportation, healthcare and financial services



Envisioned O-TTPF Accreditation Program

Trusted Technology Provider Framework (O-TTPF)

(Technology Supply Chain Best Practices)

O-TTPF Accreditation Policy

(How to assess a provider against the framework)

O-TTFP Conformance and Evidence Criteria

(What a provider must do to adopt the O-TTPF)

Role: Manages Accreditation Registry, PR resolution, Accreditation Oversight

O-TTPF Accreditation Assessment

Role: Evaluates the provider against the TTPF Accreditation Standard

O-TTPF

Accreditation

Standard*

Accreditation Program Oversight

Conducted by a 3rd Party Assessment Organization

Conducted by the Accreditation Authority

Authorized 

Accreditation 

Organization(s

)

*Specification Authority = TTF



OTTF Governing Structure

(Current Work Streams and Committees)

OTTF Steering Committee
Chair: Andras Szakal, IBM

Vice Chair: Edna Conway, Cisco

Acquisition

Leads: J. Woytech, NASA

D. Reddy, EMC

Standards Harmonization

Leads: K. Richter, IDA

L. Kupier, Cisco

• TTPF

• TTPF SIB Mapping

• Conformance Criteria

• Accreditation Approach

• Guidance and 

strategies to facilitate 

adoption of O-TTPF

• Distribution channel 

strategy

• Strategy for standards 

outreach to ensure 

continuity with O-TTPF

• TT Standards 

Landscape

• Work collaboratively 

with external standards 

bodies (ISO SC27, CC, 

etc).

Global Outreach Committee
Leads:

J. Hinsman, Oracle, K. Ignaszewski, IBM, 

A. Golodner, Cisco

Marketing Committee
Leads: J. Hietala, The Open Group

Future

WS

Trusted Technology 

Proivider Framework

Leads: A. Szakal, IBM, 

Steve Lipner, Microsoft



Open Trusted Technology Provider Framework Work Stream

• The Trusted Technology Provider Framework (O-TTPF) 
will provide a framework for identifying
– Technology supply chain best practices

– Mapping to relevant standards and practices

– Identify risks addressed by these practices

• The framework is intended to benefit technology buyers 
across all industries concerned with secure development 
practices and supply chain management. 

• The framework is outcome based and not prescriptive 

• The framework will identify the criteria and evidence 
necessary to determine if a provider has adopted 
specific practice

• The framework will define an accreditation program for 
assessing providers



Standards Harmonization Work Stream

• The Open Group and it’s membership has extensive experience and 
a long track record in facilitating consensus across standards bodies 
to develop standards, including defining new standards, evolving 
existing ones, building consensus and providing support services, 
and developing best practices. 

• A primary goal of the OTTF will be to facilitate consensus and 
rationalize efforts across global supply chain security standards 
efforts. 

• The OTTF will provide a venue for establishing a unified voice for IT 
Vendors to provide input into international standards and policy 
initiatives related to supply chain integrity and secure engineering 
practices. 

• This work stream will be focused on establishing relationships with 
existing standards groups and working to harmonize the O-TTPF 
across and between industry and global standards efforts



Trusted Technology Acquisition Work Stream

• The Acquisition work stream will produce guidance and 

strategies to support the acquisition process.

• The members of the acquisition work stream will feed 

valuable insight into their processes to ensure the O-

TTPF is meaningfully adopted.

• The group will liaise with the members of other supply 

chain and logistics organizations to ensure that the O-

TTPF is understood and integrated with existing supply 

chain management approaches.



Open Trusted Technology Forum 

Launch – December, 15th 2010



Thank You!

If you would like to participate in evolving this set of best 
practices and in helping to shape how this set of best 

practices will be used to indicate trustworthy products, and 
allow suppliers to “ Build with Integrity” and governments and 
commercial entities as well to “Buy with Confidence”, please 

contact Mike Hickey at: m.hickey@opengroup.org.

mailto:s.long@opengroup.org


Example O-TTPF Conformance Requirements

Industry Best Practice Notes

Trusted technology providers utilize and 

internalize the application of a well-formed and 

documented development or manufacturing 

method or process.

Engineering/development methods are 

practical and meaningful within the vendor’s 

domain of software, firmware, or hardware 

manufacturing as defined by the TTPF 

Method Guidance.

Best Practice Attribute Attribute Definition

Requirements Management Requirements are documented 

and traced back to product 

functionality.

The Technology Provider documents product functional and non-

functional requirements. Requirements can be traced back to 

implemented function. Evidence can be provided in the form of an 

electronic repository or paper document that describes where a 

requirement is realized in product function.

Example Conformance Criteria



Example of a Successful Industry Certification Program

http://www.opengroup.org/itac/cert/

The Program is based upon four key documents: 

 The Certification Policy, which sets out the policies and processes by which an IT Architect may achieve certification. 

 The Conformance Requirements, in which the skills and experience that a Certified Architect must possess are 

documented 

 The Accreditation Policy, which sets out the policies and processes by which an organization may achieve accreditation for 

its own certification program 

 The Accreditation Requirements, in which the criteria that must be met by an Accredited Certification Program (ACP) are 

documented 



© 2004 The Open Group

Conformance documents

Conformance Requirements

What a conforming product 

must do to be certified

Conformance Statements

Public statement

How product meets

conformance requirements

Conformance Requirements

What a conforming organization 

must do to be accredited

(documented in TTPF)

Customers Vendors

Select appropriate tests
Check vendor claims

http://www.opengroup.org/consortia_services/testing_sd.htm


© 2004 The Open Group

Accreditation Definition

•What can be certified or accredited

•Processes, policies, and procedures for certification

•How conformance will be demonstrated and validated

Implementation of Accreditation Program

Documents and software systems required to run the 

accreditation assessment program

Accreditation Program Operation

Ongoing process of accrediting the organization

against the standards conformance criteria

Accreditation Program Phases



Recent TTF Blogs


