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•• InstitutionalInstitutional contextcontext::
–– Joint Research Joint Research CentreCentre -- ECEC

–– The Dependability Initiative (ECThe Dependability Initiative (EC R&D R&D Framework Programme)Framework Programme)

–– The The eEuropeeEurope InitiativeInitiative

•• Interdependencies and vulnerabilitiesInterdependencies and vulnerabilities

•• TrustTrust, security a, security anndd Information Infrastructures Information Infrastructures 

•• The challenge of information assetsThe challenge of information assets

•• R&D concerns for embedded systemsR&D concerns for embedded systems
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JRC’s MissionJRC’s Mission

The The Joint Research CentreJoint Research Centre is a Directorate is a Directorate 
General of the European Commission. General of the European Commission. 

The JRC The JRC missionmission is:is:
”.. to provide ”.. to provide customercustomer--driven scientific and driven scientific and 

technical supporttechnical support for the conception, development, for the conception, development, 
implementation and monitoring of implementation and monitoring of EU policiesEU policies……

...Close to the policy...Close to the policy--making process, it serves making process, it serves 
the the common interestcommon interest of the Member States, while being of the Member States, while being 
independentindependent of special interests, whether private or of special interests, whether private or 
national."national."
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JRC’s institutesJRC’s institutes
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JRCJRC
•• Guiding principle: Guiding principle: 

–– Citizen concerns and the public interestCitizen concerns and the public interest

•• Support Support EU policiesEU policies -- focus areas:focus areas:
–– Raise profile of technology issuesRaise profile of technology issues and challengesand challenges
–– Promote technology validation and common evaluation Promote technology validation and common evaluation 

criteriacriteria
–– Complement the implementation of EU R&D (IST Complement the implementation of EU R&D (IST 

programme)programme)

•• Foster Foster European R&DEuropean R&D
–– networks of research, industry, customersnetworks of research, industry, customers
–– knowledge integrationknowledge integration
–– technology trials & demonstratorstechnology trials & demonstrators
–– knowledge disseminationknowledge dissemination
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JRC & Information SocietyJRC & Information Society

•• Focus on assuring Focus on assuring trust and confidencetrust and confidence in thein the
Information SocietyInformation Society
–– Provide S&T support to Provide S&T support to the the conception & implementationconception & implementation of  of  

EU policyEU policy

•• Current activities:Current activities:
–– Dependability of critical information infrastructuresDependability of critical information infrastructures
–– Online privacy and filteringOnline privacy and filtering
–– Online outOnline out--ofof--court dispute settlement systemscourt dispute settlement systems
–– Combating cyber abuseCombating cyber abuse
–– Trial infrastructure: TRINIDADTrial infrastructure: TRINIDAD
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JRCJRC’s role’s role

•• JRC’s roleJRC’s role::
⇒⇒ act as technical liaison between practitioners and EU act as technical liaison between practitioners and EU 

policy, in the understanding of new policy, in the understanding of new risksrisks, , vulnerabilitiesvulnerabilities, , 
technical technical challengeschallenges and and criteriacriteria

•• Focal pointFocal point::
–– Better integrate technical skills at the intersection Better integrate technical skills at the intersection 

AccessAccess--TrustTrust : new vulnerabilities, knowledge access : new vulnerabilities, knowledge access 
and user empowerment tools for safeguarding and user empowerment tools for safeguarding ccitizenitizen
rights in a digital world.rights in a digital world.



2 5  A p r i l  2 0 0 1 I n f o r m a t i o n  I n f r a s t r u c t u r e s  &  E m b e d d e d  S y s t e m s 8

Focus areasFocus areas
Technical context (ICT)
•Multimedia communications
•Mobile and configurable systems
•Embedded & RT systems

•New business processes/ intermediaries
•Standards, CC

Complexity & dependability

Policy context
•eEurope
•eCommerce
•eLearning
•Data protection
•Consumer protection
•Cybercrime communication
•.EU  top level domain 

Social context
•Commerce
•Education and Training
•Health care
•Energy & information
•On-line financial services
•Government and public services

Trust & Confidence

The eCitizen

Redress 
mechanisms

Online 
privacy

Content 
evaluation 

and filtering

Web access 
tools

Trust 
intermediaries

enabler

Vulnerabilities, 
threats

Challenges addressed by JRCChallenges addressed by JRC

enabler

User empowerment and access to 
reliable knowledge resources

Well-founded trust in the 
information infrastructure

Safeguarding citizen rights



2 5  A p r i l  2 0 0 1 I n f o r m a t i o n  I n f r a s t r u c t u r e s  &  E m b e d d e d  S y s t e m s 9

55thth Framework ProgrammeFramework Programme

•• Trust and dependability: horizontal concernsTrust and dependability: horizontal concerns

•• Dependability Initiative:Dependability Initiative:
–– IST 200IST 2000/0/1 CPA4: Towards dependable and survivable 1 CPA4: Towards dependable and survivable 

systems and infrastructuressystems and infrastructures
•• dependability and survivability of the global information dependability and survivability of the global information 

infrastructureinfrastructure

–– IST IST 1999 CPA2: Dependability in services and 1999 CPA2: Dependability in services and 
technologiestechnologies

•• OnOn--line Forum: line Forum: http://http://deppydeppy..jrcjrc.it.it
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Future Future FwPFwP....

•• IST HighIST High--level advisory group (ISTAG):level advisory group (ISTAG):
“Start creating the “Start creating the ambient intelligenceambient intelligence landscape for landscape for 
seamless delivery of services and applications in Europe …”seamless delivery of services and applications in Europe …”

•• New R&D paradigm:New R&D paradigm:
ubiquitous computing + ubiquitous computing + 

ubiquitous communication + ubiquitous communication + 

intelligent interfacesintelligent interfaces
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eEuropeeEurope

•• Policy frameworkPolicy framework

•• ““An Information Society for allAn Information Society for all””
–– one of the objectives:one of the objectives:

•• securesecure electronic accesselectronic access ((Secure networks and smart Secure networks and smart 
cardscards))

•• Stockholm European Council (23Stockholm European Council (23--24 March 2001)24 March 2001)
–– “…“…the Council together with the Commission will develop a the Council together with the Commission will develop a 

comprehensive strategy on security of electronic networks comprehensive strategy on security of electronic networks 
including practical implementing action. This should be including practical implementing action. This should be 
presented in time for the presented in time for the GöteborgGöteborg European Council.European Council.” (June ” (June 
2001)2001)
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Strategic issuesStrategic issues

•• Trust & Dependability in Trust & Dependability in the the Information SocietyInformation Society::
–– Ensure that specific policy support activities reach all Ensure that specific policy support activities reach all 

the interested EC the interested EC DG’sDG’s and broaden policy support to and broaden policy support to 
other EU policy making institutions.other EU policy making institutions.

–– TrustTrust is a encompassing concept considering the is a encompassing concept considering the 
viewpoint of the final userviewpoint of the final user

–– DependabilityDependability: “trustworthiness of a system such that : “trustworthiness of a system such that 
reliance can justifiably be placed on the service it reliance can justifiably be placed on the service it 
delivers”, subsuming the traditional attributes: delivers”, subsuming the traditional attributes: 
reliability, availability, safety and securityreliability, availability, safety and security
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Strategic issues /2Strategic issues /2

•• Investigation of new Investigation of new working mechanismsworking mechanisms::
–– Community building with critical stakeholders: Community building with critical stakeholders: 

•• better exploit  better exploit  electronic forumelectronic forum concept within specific concept within specific 
areas of JRC competenceareas of JRC competence ((econfidenceeconfidence, , deppydeppy, privacy, , privacy, 
cybercyber--abuse)abuse)

–– Involving networks of research organisations in Involving networks of research organisations in 
supporting EU policiessupporting EU policies

–– Pilot actions: position papers, scenario exercisesPilot actions: position papers, scenario exercises
–– Collaboration agreement with NISTCollaboration agreement with NIST--USAUSA
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Trust and DependabilityTrust and Dependability

•• ObjectiveObjective: : 
–– Exploring ideas for rethinking the concept of Exploring ideas for rethinking the concept of dependabilitydependability

in the frame of complex information infrastructuresin the frame of complex information infrastructures, and for , and for 
supporting the supporting the trusttrust on information serviceson information services

–– New issues for New issues for networked systemsnetworked systems
•• Information infrastructureInformation infrastructure

•• InterdependenciesInterdependencies

•• Vulnerabilities Vulnerabilities 

•• Information assetsInformation assets assuranceassurance

•• Enforcement of dependability attributesEnforcement of dependability attributes
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Trust and Dependability /2Trust and Dependability /2

•• DependabilityDependability is a major focus in the scenarios is a major focus in the scenarios 
envisaged for the construction of the Information Society. Itenvisaged for the construction of the Information Society. It
pursues the convergence of different communities:pursues the convergence of different communities:

•• correctness & safetycorrectness & safety

•• fault tolerancefault tolerance

•• reliabilityreliability

•• information and network securityinformation and network security

•• survivabilitysurvivability

•• ……

•• TrustTrust is about interactions/transactions among is about interactions/transactions among 
actors/nodes that need to assure their trustworthinessactors/nodes that need to assure their trustworthiness
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Trust vs. trustworthinessTrust vs. trustworthiness

•• The users’ viewpoint:The users’ viewpoint:
–– Assurance fromAssurance from criteria and testing programscriteria and testing programs??

–– Who is listeningWho is listening to to users’ users’ IT security requirementsIT security requirements??

Trust                         TrustworthinessTrust                         Trustworthiness

Which are the tradeWhich are the trade--off factors?off factors?

userusers need s need vs.vs. industrial offerindustrial offer

affordability vs. feasibilityaffordability vs. feasibility
costcost--effectiveness vs. functionality vs. riskseffectiveness vs. functionality vs. risks
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WW orkshoporkshop

•• “Interdependencies and Vulnerabilities in “Interdependencies and Vulnerabilities in 
Information Infrastructures”Information Infrastructures”
–– 2727--28 March, Brussels28 March, Brussels

–– Sessions: Sessions: 
•• TelecommunicationsTelecommunications

•• Information assetsInformation assets

•• Health careHealth care

•• Energy and utilitiesEnergy and utilities

•• FinanceFinance

–– Result: Result: 
•• Report (available at Report (available at deppydeppy..jrcjrc.it).it)

•• Working Group to be set (information exchange)Working Group to be set (information exchange)

•• Scenario exercises to be launchedScenario exercises to be launched
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BackgroundBackground

Society is changing….Society is changing….
–– Economically….  Economically….  ee--Business, eBusiness, e--Services, eServices, e--MarketsMarkets
–– Culturally….  Culturally….  ee--Learning, Knowledge accessLearning, Knowledge access

–– Organisationally ….. Organisationally ….. ee--Government, HealthcareGovernment, Healthcare

But relying upon:But relying upon:
ØØ public networks deployed over multiple jurisdictionspublic networks deployed over multiple jurisdictions

ØØ largelylargely--deployed homogeneous technologiesdeployed homogeneous technologies, , 

ØØ technologies not always designed for open environmentstechnologies not always designed for open environments
• f.i. IP applications assume trust among nodes
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MotivationMotivation
General concerns arising from:General concerns arising from:

•• complexity and interrelationships of infrastructures (systemscomplexity and interrelationships of infrastructures (systems--ofof--
systems)systems)

•• dependence on ICT and especially on open communications dependence on ICT and especially on open communications 
networksnetworks

•• widening of threat base (malicious, accidental)widening of threat base (malicious, accidental)

ØØ New, unknown New, unknown vulnerabilitiesvulnerabilities
•• Asymmetric exposureAsymmetric exposure

•• Single points of failureSingle points of failure

ØØ Not fully understood Not fully understood interdependenciesinterdependencies
•• Possibility of great disruptionsPossibility of great disruptions

ØØ Too many actors and dispersed responsibilityToo many actors and dispersed responsibility
•• Definition and allocation of Definition and allocation of requirementsrequirements
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DriversDrivers
• From monolithic proprietary systems to open systems-

of- systems with greater interconnectivity and complexity

• The pressure to produce cost effective systems places 
increasing reliance on COTS, reuse and the evolution of 
legacy systems, tap open source components

• Convergence is increasing the refinement (e.g. multiple 
technologies, stringiest attributes) and the complexity of 
systems

• Rapid evolution of standards (mainly de facto)

• Implicit urgent need to establish an interoperable 
infrastructure of trustworthy services
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TrendsTrends

•• The The AlwaysAlways--on, ubiquitous on, ubiquitous NetNet: : 
•• Billions of Billions of fixed/mobile fixed/mobile devices proliferate that are always on devices proliferate that are always on 

and always connectedand always connected

•• EEvery single object having an ID and being able to very single object having an ID and being able to 
communicate, communicate, at leastat least in very short rangesin very short ranges..

•• SSmart mart appliancesappliances::
•• Highly configurable and adaptable devices, readyHighly configurable and adaptable devices, ready--toto--easyeasy--useuse

•• Cellular Cellular sensors/actuatorssensors/actuators::
•• “Ambient intelligence” “Ambient intelligence” –– remotely measuring, controlling, remotely measuring, controlling, 

interacting with the social/working interacting with the social/working environmentenvironment

•• InfoInfo--mobilitymobility::
•• SendSend--access information onaccess information on--thethe--move, where you need it, move, where you need it, 

where you wantwhere you want
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BottleneckBottleneck

•• InformationInformation AssuranceAssurance
–– Assurance about the partner that will have access to the Assurance about the partner that will have access to the 

datadata

–– Assurance about Assurance about the the endend--point smart point smart applianceappliance //
communications communications device device 

–– Assurance about the Assurance about the interactioninteraction/transaction/transaction intermediaries intermediaries 
and third partiesand third parties

–– Assurance about Assurance about the complex infrastructure that supports the complex infrastructure that supports all all 
of themof them

Failures can be in the organisation, in the software, in the Failures can be in the organisation, in the software, in the user’s user’s 
own lack of awarenessown lack of awareness or errorsor errors
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IssuesIssues

Assets Assets èèèè value value èèèè potential damagepotential damage

Thus, the main issue isThus, the main issue is RiskRisk::
…for society at large (e.g. national security)…for society at large (e.g. national security)

…for the individual citizen (e.g. privacy)…for the individual citizen (e.g. privacy)

–– It should dominateIt should dominate the the Trust & ConfidenceTrust & Confidence debatedebate, , 
•• ppolicyolicy, , standardsstandards

•• evolution of the applications and technologies evolution of the applications and technologies 

But the perception of benefits and risks
is not clearly delineated 

for developers and users
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The value of informationThe value of information

•• InformationInformation::
–– ……is estimated to constitute 50% of the value of corporations, is estimated to constitute 50% of the value of corporations, 

and this percentage is growing rapidly with the growth of the and this percentage is growing rapidly with the growth of the 
Internet and of eInternet and of e--commerce. commerce. 

–– The onThe on--line citizen will put its more valued information at risk line citizen will put its more valued information at risk 
(identify, health, finance, home security…)(identify, health, finance, home security…)

•• Threats:Threats:
–– GrowingGrowing (more manifest)(more manifest)

–– For counteractions: For counteractions: imperative information assurance and imperative information assurance and 
security. security. 

Information is an assetInformation is an asset
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Information assetsInformation assets

•• Not just raw dataNot just raw data
–– Not a commodityNot a commodity

•• But assured informationBut assured information
–– ContentsContents

–– Digital envelope:Digital envelope:
•• Univocal identificationUnivocal identification

•• LifeLife--cycle eventscycle events

•• Trust propertiesTrust properties

Ref: ISTPA frameworkRef: ISTPA framework

From 
commodity

To assured 
product
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IA attributesIA attributes

•• IA Attributes:IA Attributes:
–– Access controlAccess control

–– AuthorisationAuthorisation

–– AvailabilityAvailability

–– IdentificationIdentification

–– AuthenticationAuthentication

–– ConfidentialityConfidentiality

–– IntegrityIntegrity

–– NonNon--repudiationrepudiation

–– TimelinessTimeliness

–– Privacy (!)Privacy (!)

Interfacing

Control Life-cycle

Exception 
processing

Security
Integrity

© ISTPA
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Information infrastructureInformation infrastructure
•• No universally accepted definition…No universally accepted definition…
•• Agreement: Agreement: 

–– Comprising all data/voice communications meansComprising all data/voice communications means
–– Comprising all intermediate services Comprising all intermediate services 

Generic end-user services

Transmission

Basic transport services

Local access

Network management services

Network

Value-added services Sector 
specific

Information
Infrastructure



2 5  A p r i l  2 0 0 1 I n f o r m a t i o n  I n f r a s t r u c t u r e s  &  E m b e d d e d  S y s t e m s 28

InterdependenciesInterdependencies
•• InterdependenciesInterdependencies: : 

–– Growing dependencies intraGrowing dependencies intra-- and interand inter--infrastructuresinfrastructures

–– Increasing use of the II for remote data access, operations and Increasing use of the II for remote data access, operations and 
transactionstransactions

•• ConcernsConcerns::
–– Complex systems with interdependency loops and nonComplex systems with interdependency loops and non--linearitylinearity

–– Emergent adverse Emergent adverse behaviourbehaviour

–– Fault propagation and cascadingFault propagation and cascading

–– InteractionsInteractions securitysecurity--reliabilityreliability--availabilityavailability

–– UnexpectedUnexpected and/or undesirable side effectsand/or undesirable side effects on adjacent systemson adjacent systems

–– EffectEffectss on other unrelated applications sharing the same resourceson other unrelated applications sharing the same resources
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Interdependencies /2Interdependencies /2

•• New RisksNew Risks for:for:
–– Energy Energy 

•• power grid, electricity onpower grid, electricity on--line markets, services over power line markets, services over power 
lines, remote control…lines, remote control…

–– HealthcareHealthcare
•• teletele--medicine, remote access to records, pharmaceutical medicine, remote access to records, pharmaceutical 

valuevalue--chain, automatic trolleys…chain, automatic trolleys…

–– FinanceFinance
•• onon--line services, payments, transactions…line services, payments, transactions…

–– TransportTransport
•• ……



2 5  A p r i l  2 0 0 1 I n f o r m a t i o n  I n f r a s t r u c t u r e s  &  E m b e d d e d  S y s t e m s 30

Vulnerabilities, threatsVulnerabilities, threats
•• ThreatsThreats::

–– Too many definitionsToo many definitions
•• Agent, means, circumstances, event…Agent, means, circumstances, event…

–– Scarce understandingScarce understanding
•• Taxonomy, motivation, capabilitiesTaxonomy, motivation, capabilities

•• VulnerabilitiesVulnerabilities: : 
– any fact about a computer system that is a legitimate security 

concern 
–– Maturing at the technical component level:Maturing at the technical component level:

•• Dictionary: Common Vulnerabilities and Exposures (Dictionary: Common Vulnerabilities and Exposures (MitreMitre))
•• DBsDBs: : CERTsCERTs, companies, universities…, companies, universities…
•• LifeLife--cycle: discover, cycle: discover, analyseanalyse, collect, protect, detect, handle, collect, protect, detect, handle
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Threats to informationThreats to information

InternalInternal ⇒⇒ Identifiable, measurable, preventableIdentifiable, measurable, preventable
““My gardenMy garden””

ExternalExternal ⇒⇒ Independent variablesIndependent variables
““Public squarePublic square””

Identifiable, measurable Identifiable, measurable ⇒⇒ DisturbancesDisturbances

UnanticipatedUnanticipated
UnintentionalUnintentional

All the restAll the rest

Threat concerns should influence system design
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Security, survivabilitySecurity, survivability
SecuritySecurity

•• Barrier to isolate application from intentional Barrier to isolate application from intentional (& accidental) (& accidental) 
threatsthreats that could harm information assetsthat could harm information assets

•• Tolerance of application to the presence of intentional Tolerance of application to the presence of intentional (& (& 
accidental) accidental) threatsthreats

•• Threats to the application through Threats to the application through tthe communications systemhe communications system
•• Threats to the communications systemThreats to the communications system

SurvivabilitySurvivability

•• Ability Ability to provide essential services in the presence of attacks and to provide essential services in the presence of attacks and 
failures, and recover full services in a timely manner failures, and recover full services in a timely manner 

Security: information assets              Security: information assets              Survivability: missionSurvivability: mission
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Dependable Dependable EESS

•• What to rely on? What to rely on? 

•• What to protect?What to protect?

–– Content (information asset)Content (information asset)

–– Container (critical hw/Container (critical hw/swsw))
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Workshop conclusionsWorkshop conclusions
1.1. ShortShort--term actions (2001term actions (2001--2002)2002)

•• European Working Group on Interdependencies and European Working Group on Interdependencies and 
Vulnerabilities Vulnerabilities 
•• Information collection and exchangeInformation collection and exchange

•• Scenario exercisesScenario exercises

•• Elicitation of R&D challengesElicitation of R&D challenges

2.2. MediumMedium--term actions (2003term actions (2003--2007)2007)
•• R&D challenges (Dependability Initiative in 6R&D challenges (Dependability Initiative in 6thth Framework Framework 

Programme)Programme)
•• Interdisciplinary & complexity Interdisciplinary & complexity 

•• Dependency loops & nonDependency loops & non--linearitylinearity

•• Modelling Modelling and simulation, risk modelsand simulation, risk models

•• Migration to new technologiesMigration to new technologies

•• BenchmarkingBenchmarking

•• Prevention, tolerance, removal, predictionPrevention, tolerance, removal, prediction
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IVII workshop: ES concernsIVII workshop: ES concerns

•• Embedded systemsEmbedded systems
–– Access points for usersAccess points for users

–– Remote data accessRemote data access

•• ConcernsConcerns::
–– Several missions with different criticalitySeveral missions with different criticality

–– Several levels of required dependability attributesSeveral levels of required dependability attributes

–– New requirements: privacy, accountability, nonNew requirements: privacy, accountability, non--repudiationrepudiation

–– Connectivity: propagation of faultsConnectivity: propagation of faults

–– Handling of information assetsHandling of information assets
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Mission & criticalityMission & criticality

•• Concept of Concept of missionmission
–– Many even for simple systemsMany even for simple systems

•• Concept of Concept of criticalitycriticality::
–– Varying levels of dependabilityVarying levels of dependability

–– Influenced by external factorsInfluenced by external factors
•• Fault propagationFault propagation

•• Containment/tolerance mechanismsContainment/tolerance mechanisms

•• Many standpoints:Many standpoints:
–– DeveloperDeveloper

–– EndEnd--service providerservice provider

–– Intermediate servicesIntermediate services

–– InfrastructureInfrastructure
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Dependability requirementsDependability requirements
•• ES as key part of a dependable, pervasiveES as key part of a dependable, pervasive

information infrastructureinformation infrastructure
–– dependabilitydependability requirements requirements for contents and containerfor contents and container
–– Quality/dependability attributes are imposed on ES from any Quality/dependability attributes are imposed on ES from any 

sourcessources

•• Important Important questionsquestions
–– What specific security requirements are needed to address What specific security requirements are needed to address 

highly reliable, realhighly reliable, real--time systems? time systems? 
–– Which assurance for making usersWhich assurance for making users trusttrust IT productIT products?s?
–– How can the results from component product testing and How can the results from component product testing and 

evaluation be used to increase the level of confidence evaluation be used to increase the level of confidence of of 
users?users?
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Information assuranceInformation assurance

–– New type of requirements for ESNew type of requirements for ES: : 

•• PrivacyPrivacy: : 
–– proper handling of personal information, consistent with proper handling of personal information, consistent with 

preferences of userpreferences of user

•• AccountabilityAccountability::
–– Ability to address information improper handlingAbility to address information improper handling

–– LifeLife--cycle traceability for responsibility & liabilitycycle traceability for responsibility & liability

•• NonNon--repudiation:repudiation:
–– Undeniable proof of participationUndeniable proof of participation

–– Assurance for trustworthiness demonstrationAssurance for trustworthiness demonstration
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Fault propagationFault propagation

•• Emergent effectsEmergent effects
–– From systems complexity:From systems complexity: unforeseen situations and conditions, unforeseen situations and conditions, 

incapable of identifying the causing factors.incapable of identifying the causing factors.

•• InterdependenciesInterdependencies
–– Failures are not independentFailures are not independent

–– Interactions: functionality, Interactions: functionality, behaviourbehaviour

•• VulnerabilitiesVulnerabilities::
–– Mainly exploitable characteristics from the information standpoiMainly exploitable characteristics from the information standpointnt
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ConnectivityConnectivity
•• DDistributionistribution of identically weak softwareof identically weak software (!)(!)

–– Propietary Propietary vs. open sourcevs. open source

•• Standard security architecturesStandard security architectures
–– SSecurityecurity services like authorization, certificate management, services like authorization, certificate management, 

encryption, intrusion detectionencryption, intrusion detection

•• Trust frameworks and domainsTrust frameworks and domains
–– Liability issuesLiability issues

•• ES as part of “endES as part of “end--toto--end” solutionsend” solutions
–– Manage dependability in largely distributed environmentsManage dependability in largely distributed environments

•• DynamicDynamic, temporary, temporary applications/applications/networksnetworks
–– Manage dependability in reManage dependability in re--configurable environmentsconfigurable environments

The “The “big picturebig picture””
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Information handlingInformation handling
•• How to provide unique How to provide unique identificationidentification toto all devices? all devices? 
•• How How toto bind devices to an bind devices to an authorizedauthorized individual or entity? individual or entity? 

•• How How tto manage authorization o manage authorization decisionsdecisions that limit the scope that limit the scope 
of activities allowed? of activities allowed? 

•• IssuesIssues of of identityidentity and and authorityauthority when these devices when these devices 
conduct activities for people without human intervention, conduct activities for people without human intervention, 
when no one is around to noticewhen no one is around to notice
–– People will delegate their autonomy to these devices which will People will delegate their autonomy to these devices which will 

make decisions on their behalf. make decisions on their behalf. 

–– Several devices can now represent an individual, creating identiSeveral devices can now represent an individual, creating identity ty 
conflict. conflict. 

TechnologyTechnology + users + users behaviourbehaviour + security policy+ security policy
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ConclusionsConclusions

•• Need to Need to rapidly converge on rapidly converge on a common a common 
understandingunderstanding of of requirementsrequirements, security, , security, 
dependability, interdependencies, survivabilitydependability, interdependencies, survivability

•• Need to develop the concept of Need to develop the concept of information information 
assetsassets in open networked environmentsin open networked environments

•• Need for Need for assessment methodsassessment methods for threats, for threats, 
vulnerabilities, complexity issuesvulnerabilities, complexity issues

•• Need to adopt a Need to adopt a riskrisk managementmanagement approachapproach


