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Business Systems/InternetBusiness Systems/Internet

nn AssumptionsAssumptions
–– Technology developed and availableTechnology developed and available

–– No open issuesNo open issues

–– Security policies and procedures availableSecurity policies and procedures available

nn ActualActual
–– Significant open issuesSignificant open issues

»» InteroperabilityInteroperability

»» Key managementKey management

»» Encryption issuesEncryption issues

»» othersothers

–– Open issues impact completeness of IT security policies Open issues impact completeness of IT security policies 
and proceduresand procedures
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Operational SystemsOperational Systems

nn AssumptionsAssumptions
–– Information has assumed to be secureInformation has assumed to be secure

–– Technology not availableTechnology not available

–– Specific security policies and procedures not availableSpecific security policies and procedures not available

nn ActualActual
–– Information security technology not availableInformation security technology not available

–– Significant technical issues with real time systemsSignificant technical issues with real time systems
»» Internet security technology may not be adequateInternet security technology may not be adequate

–– Equipment security requirements not availableEquipment security requirements not available

–– IT security policies and procedures incompleteIT security policies and procedures incomplete
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Key Security Aspects of Process Key Security Aspects of Process 
Control SystemsControl Systems

nn Process Control Systems rely on the Process Control Systems rely on the 
exchange of information amongst disparate exchange of information amongst disparate 
systems inside and outside the enterprisesystems inside and outside the enterprise

–– Networking of these systems is expanding rapidlyNetworking of these systems is expanding rapidly

nn Industry is moving to standard Industry is moving to standard 
communication protocols, operating systems, communication protocols, operating systems, 
networks, and integration techniques networks, and integration techniques 

nn Confidential business information and plant Confidential business information and plant 
safety make securing electronic information safety make securing electronic information 
criticalcritical
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Process Control Systems Process Control Systems 
SecuritySecurity

nn Legacy control systems use proprietary Legacy control systems use proprietary 
operating systems and protocols and are less operating systems and protocols and are less 
vulnerablevulnerable

–– WebWeb--enabled applications make them vulnerableenabled applications make them vulnerable

nn Newer systems use open systems and Newer systems use open systems and 
interfaces making them more vulnerableinterfaces making them more vulnerable

–– egeg, NT, Solaris,, NT, Solaris, PCanywherePCanywhere, ActiveX, ActiveX

nn Integration with corporate, maintenance, Integration with corporate, maintenance, 
and/or  ERP systems open up new areas of and/or  ERP systems open up new areas of 
vulnerabilitiesvulnerabilities

nn FieldbusFieldbus protocols designed to be openprotocols designed to be open
–– Very vulnerableVery vulnerable
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Key Security Vulnerabilities of Key Security Vulnerabilities of 
Process Control SystemsProcess Control Systems
nn Systems were not designed with security as Systems were not designed with security as 

a driver a driver 

nn Security and functional performance are Security and functional performance are 
mutually exclusivemutually exclusive

–– TradeTrade--offsoffs are necessaryare necessary

nn Electronic security vulnerabilities can exist Electronic security vulnerabilities can exist 
at the network, system, and component levelat the network, system, and component level

nn InternetInternet--accessible hacking tools can be usedaccessible hacking tools can be used

nn Unique aspect of these systems may not be Unique aspect of these systems may not be 
addressed by IT Security procedures or addressed by IT Security procedures or 
technologytechnology
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Potential Electronic Security Potential Electronic Security 
VulnerabilitiesVulnerabilities

nn Hardware Systems Hardware Systems 
–– GenerationGeneration

»» DCS, PLC, field devices, maintenance systemsDCS, PLC, field devices, maintenance systems

–– T&DT&D
»» SCADA/EMS, RTU, Relays, SCADA/EMS, RTU, Relays, IEDsIEDs

–– CustomerCustomer
»» Automated meters, power quality metersAutomated meters, power quality meters
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Potential Electronic Security Potential Electronic Security 
VulnerabilitiesVulnerabilities

nn Software/ProtocolsSoftware/Protocols
–– Operating SystemsOperating Systems

»» NT, 2000, NT, 2000, LinuxLinux, Unix, Solaris, Unix, Solaris

–– UCITAUCITA

–– FieldbusFieldbus, MODBUS, etc, MODBUS, etc

–– ICCP (TASE.2)ICCP (TASE.2)

–– CIMCIM

–– DNPDNP

–– CORBACORBA

–– ActiveXActiveX

–– XX--WindowsWindows

–– PCAnywherePCAnywhere
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Other IssuesOther Issues

nn Security vendors and many of of our systems Security vendors and many of of our systems 
vendors have not recognized needvendors have not recognized need

nn Information security concerns even with Information security concerns even with 
government agenciesgovernment agencies

nn Any disgruntled employee is everyone’s disgruntled Any disgruntled employee is everyone’s disgruntled 
employeeemployee

nn Lack of information security at customer site could Lack of information security at customer site could 
be major utility liabilitybe major utility liability

nn UCITAUCITA
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EPRI EIS ProgramEPRI EIS Program

nn Basic premiseBasic premise
–– Address security requirements of operational Address security requirements of operational 

systemssystems

nn Current StatusCurrent Status
–– Developed three security primers and set of Developed three security primers and set of 

security guidelinessecurity guidelines

–– Participating in IEC TC57 Working Group 15 on Participating in IEC TC57 Working Group 15 on 
Transmission & Distribution (T&D) SecurityTransmission & Distribution (T&D) Security

–– Participating in Process Controls working groupParticipating in Process Controls working group
–– Working with process controls vendors on Working with process controls vendors on 

security proceduressecurity procedures

–– Working with security vendors on process Working with security vendors on process 
controls unique needscontrols unique needs
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InteractionsInteractions

nn IEC TC 57 WG15IEC TC 57 WG15
–– Working group on T&D systems information securityWorking group on T&D systems information security

nn NIAP (NSA and NIST), DOE, and Paper IndustryNIAP (NSA and NIST), DOE, and Paper Industry
–– Ad hoc working group on process controls information securityAd hoc working group on process controls information security

nn PKI ForumPKI Forum

nn Open GroupOpen Group
–– CORBACORBA

nn Open Management GroupOpen Management Group

nn Utility equipment suppliersUtility equipment suppliers

nn Security technology providersSecurity technology providers


