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Embedded System Security

e Protect data

e Prevent crashing

e Prevent takeover

e Fend off denial of service attacks




Security as a Module

COTSRTOS (or open sourcekernel) 4~ Security
module

Typically does not even
Provide C1 |level of security

Security

COTSRTOS
module

Could meet perhaps B1 level security




Security for Embedded Systems

e Must be a separate module

e Must be extensible

e Must be configurable (can be tailored)
by user applications

e Requires an RTOS (or open source
kernel) that provides memory protection
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Mechanism: Interception of all
System Calls

User program

open(...) i » ( System Call Dispatcher
software

Interrupt or
trap

—» open(...)

Kernel routine

User mode System mode




Mechanism: Interception of all
System Calls

User program ‘

Check
open(...) i permissions System Call Dispatcher
e If (fail) log and \

Interrupt or return
trep If (OK)
call dispatcher
Log any failure

—» open(...)

Kernel routine
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Proposed APIs

e Kernel API

— Call to get list of all system calls and their
prototypes (same for traps)

— Call to intercept system call and trap
dispatch
e Security Module API

— Calls to tailor the security module

— Mechanism for extending the securlty -
module "




Proofi of Concept

Created a kernel trace module of LynxOS
and Linux that Intercepts all traps into
the kernel (and more)

User program Log system call

and current
high-restime

open(....) . System Call Dispatcher
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Log return of
system call with
results and
high-restime




Proofi of Concept
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Storage and Network Security:
the NetTop approach
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¢ network encryption

ﬁ data encryption

NetTop emulates this withthis
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Storage and Network Security: a
lighter approach

Security
Module

encrypting block device driver
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