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BLACK
Applications

Operating
Environment

Required
TRANSEC Stream
TRANSEC Proc
Access Control
Virus Check
HMI
Remote Control

Processing
Authentication
Software Integity

Lmplied
* Pattern Recognition

(e.0., Message Header s)
* Protected Storage

Crypto
Processing

CONTROL
BYPASS

Required
Encrypt
Decrypt
TRANSEC Stream
Key Load
Key Manage
Algorithm Processing
Bypass
— User Information
— Radio Control
* Integrity
* Authentication
.
* RED/BLACK l|solation
(Electrical)

* RED/RED Interface
* BLK/BLK Interface

RED
Applications

Operating
Environment

Required
Classified Applications
Access Control
Identification
Authentication
Integrity
Audit
Virus Check
Crosshanding
Remote Control
Processing
HMI

Implied

Data Separation
Flow Control
Protected Storage







FLOW CONTROL

GUARD

(ENFORCE RULES)

MEMORY/
STORAGE
(STORE POLICY RULES)

PROCESS

MONITOR

(EXAMINE RULES
ADHERENCE )
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