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Preface

In the last several years, The Open Group and its Security Forum have frequently been asked by members and others, "does our firm need a PKI?"  Increasingly the question we hear is, "Now we've got a PKI.  What do we do with it?"  Far too often we hear, not a question, but the complaint, "We bought this PKI and suspect we've wasted our money."  We're here to help.  

Using PKI effectively is just one of many challenges businesses face in the effective use of what's come to be called IT, or Information technology.  As a technology organization made up both of providers and users of this technology, the Open Group is in a unique position to help its members address those challenges.  Some areas of IT, like information security and PKI, seem impenetrable to business decision makers, preventing them making good decisions about what to buy and how to use it.  To help address this problem, The Open Group is preparing a series of “guides” to key issues in information technology.   

This Guide

We kept this guide short so that it can be read quickly. It is informal and direct, identifying and addressing key issues for readers who are not technologists. In this guide we do not offer specific solutions, other than what is “good practice” in any management process.

The small size of this guide limits how much information we can include.  We tried to stick to what our readers most need to know, but some of the choices were difficult.  Watch for additional Open Group guides that will extend your understanding and provide more detailed advice about information security solutions.

Paragraphs lifted intact from MGIS have wavy lines at their left margin.  Like this one does, even though its not from MGIS.  

Other Guides in the Series

Working with PKI is the third in the Open Group Guide series.  The previous two also address topics commonly associated with data security.  

The Manager's Guide to Information Security is a high-level survey of information security and e-commerce technology, presented in a straight-forward manner to help the business manager make informed choices when buying products and services for his business.  

The Guide to Information Privacy discusses what privacy means for businesses.  It discusses how today's information technology, from PCs, through e-mail to the Internet and Web Services affect business privacy obligations, and how it can also contribute to meeting those obligations.  It also serves as a business manager's introduction to the regulatory and legal environment emerging around privacy and technology.  

About The Open Group

The Open Group XE "The Open Group" \r "theOpenGroup" \b  is a vendor- and technology-neutral consortium that works to ensure that multi-vendor information technology matches the demands and needs of customers. It develops and deploys frameworks, policies, best practices, standards, and conformance programs to pursue its vision - the concept of making all technology as open and accessible as using a telephone.

The mission of The Open Group is to deliver assurance of conformance to open systems standards through the testing and certification of suppliers’ products.  

The Open Group is committed to improving business efficiency and lowering the cost and risks associated with integrating technology across the enterprise, by bringing together buyers and suppliers of information systems.

Membership of The Open Group is distributed across the world, and it includes some of the world’s largest IT buyers and vendors representing both government and commercial enterprises.

More information is available on The Open Group web site at http://www.opengroup.org
Trademarks

The Open Group™ is a trademark of The Open Group in the U.S. and other countries.

Other product and corporate names may be trademarks of other companies and are used only for explanation and to the owner’s benefit, without intent to infringe.
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►Introduction to PKI

Prologue

At 
a conference on security a few years ago I was asked a question that began, “wouldn’t it be good if….”  The questioner went on to describe what he thought technology could do to make Stock Markets work better.  I hear this sort of question frequently, but it rarely proves to be a question.  More often than not, it's a pitch.  The questioner usually thinks he has a solution, but is trying to identify the problem it solves.  

Throughout history, technology and technical advances have interacted with economic and historical forces to shape the way we do business.  Sometimes technology makes decisive changes in business, sometimes highly touted technology has, in the end, no significant effect.  Rarely has a significant technology’s actual impact matched the inventors' expectations, if they had any expectations at all.  

So the question this fellow asked was, “Wouldn’t it be good if the Stock Exchange could recognize exactly who was placing each order?  Then we wouldn’t need brokerages and other expensive middlemen.”  It was a rhetorical question, of course.  

Some advocates of PKI present their desire to change the nature of business as if it were a requirement of business.  

He was really trying to tell me what he expected PKI to do for business.  He believed that buyers and sellers could do business directly with each other if only they knew for sure with whom they were dealing.  His implied belief was that middlemen, including the Stock Exchange he was talking about, could be made irrelevant by new security technology.  

A few years ago, I was attending a series of security conferences in Silicon Valley.  Attending the same conferences was a young woman who was very involved in some important policy-making for the use of PKI.  We talked about theory and practice, both technical and regulatory, in fairly elaborate detail.  She was extremely knowledgeable, and very articulate.  And, in my opinion, wrong, because she mistook a means for an end.  She presented her beliefs with a rhetorical dexterity that made it seem nearly irrefutable.  You may hear the same argument from technology vendors.  

We easily agreed that public key technology (but not any particular product) is a powerful tool for managing and proving identity, trust, and authority.  And we agreed that these are things that are important not only to e-commerce, but to all commerce.  Here is how the argument went.

· e-commerce needs “trust.”  
Trust is important in “regular” commercial relations, and needs to be similarly available for e-commercial relations.  

· It needs a mechanism that allows “signatures” to be trusted.  
Signatures are an effective means to accomplish commercial objectives of this sort, with perhaps one or two thousand years practical experience at meaningful scales.  

· Signatures allow contracts to be trusted
Signatures prove (or at least demonstrate) that contracts are authentic, limit repudiation, and establish accountability

· Signatures provide similar properties for other documents
non-contract documents that benefit from being signed include letters of credit, purchase orders, invoices, and ordinary business correspondence.

· To be useful, signatures must be provable
Signatures can be “notarized” to make them more provable, or “stronger” as evidence, either for routine business decisions or for use in court and other adjudications conducted according to formal rules of evidence

· Notaries are supervised to assure their trustworthiness
Notaries don't just declare themselves, they have to be licensed and supervised.  A formal, hierarchical system of notaries and supervisors, called epistiles, exists that provide a basis for trusting the attestation of a notoary,.  

· Consequently, e-commerce needs a PKI that will be similar to the hierarchy of epistyles that underlies the trust in ordinary signatures.  

This sounds good.  On consideration, though, the earlier points sound better than the later points.  Rhetorical flaws (like arguments from dubious premises, or reasoning from particular to general cases) creep in, and chains of causality are less well described.  Basically, the truisms presented at the start “carry” the weaker points that supposedly follow from them.  

What’s wrong with this?  We discussed the last few points in an increasingly business- or policy-oriented way, and, as we left technology and technique behind the argument grew stranger and stranger.  

Some social critics and policy makers see PKI as an opportunity to “correct” defects in society or government.

What’s an epistile?  In Europe [she explained] notaries public take their charters very seriously.  Each is supervised by a more senior notary who is, in turn, supervised by a higher authority.  These supervising authorities are called epistyles.  Every “trusted” notarization – that is, every application of a signature to a document that is witnessed and “sealed” by a notary -- can be traced through the notary to his (or her) supervising authority, and ultimately to the national authority that oversees and licenses notaries.  

Is this a good thing? I wondered.  From some perspectives it is.  From others, it might not be.  The inconvenience and cost of going to a notary may be too great a burden for some transactions.  Some might be unhappy with the implicit reliance on governmental authorities.  Certainly my use of notaries has been at most infrequent.  But whether it’s good or bad may not be the most significant question.  More important is the question “is it necessary.”  

You see, [she went on] Americans don’t understand the importance of this, because the American system of Notaries is so weak.  Europeans don’t understand how Americans can rely on their notaries, because there is no hierarchy of trust and supervision.  European notaries are forced by treaty to recognize American notarizations, but they hold their noses when they do.  

The Use of Keys

PKI stands for Public Key Infrastructure.  A PKI is a collection of services that supports the efficient and effective use of public keys.  Public keys are the numbers used to "lock" information into encryptions, and later to "unlock" the information.  By relying on a PKI, it should be possible to use public keys to perform cryptographic functions in a way that makes them useful contributors to information security or e-commerce.  That is, of course, an oversimplification, but it's a good place to start.  

Commercial cryptography relies on keys to manage secrets.  PKI manages the keys.

Why is it necessary to have a PKI?  Fundamentally, all cryptography is about keeping certain secrets secret from most people, while sharing them with select people.  Keeping secrets is always difficult.  Sharing secrets selectively is even more difficult.  A PKI provides ways and means to help ensure that secrets are shared correctly and safely.  

If you have a secret you can use it in two ways.  First, you can use it to do something no one who doesn't have the secret can do, like reading a secret message or creating a cypher that could only be yours.  You can also use the secret to prove something about yourself.  That you are a member of a club, or that you have been given the power of the king to exercise as you see fit.  

Encryptions

Encryption is a process that makes data nearly impossible to read without some appropriate knowledge.  The "appropriate knowledge" needed to read encrypted data is generally of two types: knowledge may be shared with everyone, and knowledge that must be shared only with the people who ought to read the encrypted information.  

Knowledge that may must be shared with everyone includes the cryptographic techniques that are being used.  Such techniques as DES, RSA, and elliptic key are available for use.  Usually the knowledge of how these techniques are done is shared in the form of software.  It is also important that anyone who might have to decrypt someone from you have the knowledge of which of these techniques you will be using.  

In computer cryptography for commercial use, the knowledge that must be kept from everyone except the intended reader is a "key."  

Keys

A simple key

The decoder ring encryption gives each letter a value.  A=0, B=2, and so on until Z=25.  To encode, pick a number between 1 and 25.  That number is the key.  Add the key to the value of each letter.  If the result is 26 or greater, subtract twenty-six.  Write down the letter whose value is this new number.  Tell your friend the key, then send her the text that you encrypted.  She will subtract the key from each letter's value (adding 26 if the result is less than zero) and get the original text as a result.  Both you and your friend use the same number as a key, to encrypt and decrypt the message.  That's a symmetric key encryption.  

Keys are numbers used to control cryptography.  The box at the right gives a simple example of a key.  The technique is obviously trivial, suitable for children's games and toy decoder rings.  The key has only 25 possible values, which is one of the reasons this code is simple to break.  

We could make the encryption stronger by using a key with more possible values.  We could pick two numbers between 1 and 25, multiply one of them by 100, and add the other.  So if we picked 23 and 15, the key would be 2315.  To use the key, we divide it by 100, and use the quotient as the first number and the remainder as the second.  We encrypt or decrypt the letters of the message alternately with one number then the other.  Try it.  

This encryption is a bit harder to break than the simple decoder ring encryption, but not much.  There are 676 valid key values, many more than the twenty five of the simple example, but not many by the standards of computer cryptography.  There are more fundamental problems, like the fact that the frequency with which letters are used in common English gives the code breaker a leg up on figuring out the key
.  

Symmetric Keys

The key used in the decoder ring example is called a symmetric key.  Both the sender and the receiver use the same key, one to encrypt the message and the other to decrypt it.  Symmetric keys are easy to understand and use, but, in many contexts, that simplicity limits the value of the keys.  

Problems with symmetric keys

One of the biggest problems with this sort of encryption is that both the sender and the recipient of the message have to have the same key.  Here are some of the problems that causes:

· If one of the parties creates the key, he must have a way to provide in secrecy to the other party.  

· If either party gives the secret key to an enemy, the guilty party will be able to blame the breach on the other party.  

· If either party carelessly loses the key, the other party's care is made futile

· For the receiver to recognize the sender based on the encryption, he must have and care for a different key for each and every party who might send a message, and each and every sender must use that key only to communicate with this recipient.  

These are not insurmountable problems.  In some contexts they are very easy to solve, but they becomes extraordinarily difficult under certain circumstances.  The difficulty can increase dramatically as the number of parties involved increases.  They are relatively easy to solve, even for large numbers of parties, if all the parties are closely related and have good reasons to rely on each other.  For example, this sort of key is easier to use among employees of a single company than it would be with the employees of many suppliers.  It is easier to solve them in a compact organization than in one with a complex structure of independent business units.  And it is easier to solve them in an organization that has a strong central authority to provide the sort of discipline and supervision that can allow all the parties involved to trust each other to handle the keys with care.  

Asymmetric or Public keys

Encryption is a very old technique, but the technologies used to do it have changed very dramatically over time.  Some remarkable new mathematical methods developed in the mid twentieth century have crated a new type of cryptography, public key cryptography or PK cryptography.  PK cryptography relies on a type of key that has two parts.  One part must be held with the same care required for a symmetric key, but the other pert need not be kept secret at all.  

The math behind PK cryptography is difficult to explain, but we can use a real world example to understand how PK is used.  

The night depository at the bank has two doors.  Depositors have keys that allow deposits to be put in, but not taken out.  The branch manager has a key that allows the deposits to be removed.  Depositors rely on the fact that only the branch manager has the key that allows money to be taken out of its safe crypt.  

How do you create trust using a secret that isn't shared?

But why do they rely on this?  Because they trust the bank.  For this scheme to work, depositors must be able to trust two different things about the bank.  First, they must trust that the bank will take appropriate care of the key that its employees use to empty the depository.  This includes more than trusting that the key itself is kept safe.  The depositors must also trust that the bank employees who take the deposits out will be supervised, and will follow procedures that ensure that the dropsied funds end up neither in the employees' pockets nor in the wrong bank account.  

Certificates

PKI's use data structures called certificates.  Like all "things" that exist in cyberspace, these certificates aren't tangible objects, they are just strings of numbers that can represent real things, and other concepts.  PKI certificates describe a cryptographic key, and what trust you might want to put in data security functions that use that key.  Let's look at one common sort of PKI certificate to see how it works.  

The certificate most familiar to lay readers is the identity certificate XE "identity certificate" .  In shorthand, we say it identifies a user.  In fact, it contains a copy of a public key, the "name" of the person the key was created for, the identification of the organization that created the key, and some information about the expiration date of the certificate.  (Like credit cards, all certificates have expiration dates so that in case something goes wrong, the issuer has a scheduled opportunity to renew or not renew the certificate.)  The certificate may contain some additional information indicating how certain the organization that issued the certificate is that they actually gave the keys to the person the certificate names, and how sure they are that he is who he claims to be.   

Talk briefly about how certificates replaced directories as the primary source of key matter.  

Systems of Keys: Infrastructure

The rest if this guide will go into detail about how PKI can be, is, and should be used.  Here we'll discuss briefly the sorts of things it can do, in theory if not in practice.  

Matching Cryptography to Business

As we’ve said, a PKI is an infrastructure that manages keys so that they can be used correctly.  In our view, correct use is use that creates value
 for the user.  To do this, the things that cryptography can do must be matched to the things that must be done to create different sorts of value.  PKI matches 

Protection

Cryptography can be used to keep things safe…

Assurance

Cryptography can help provide assurance.  It can be used to create the digital equivalents of signatures, seals of approval, certificates of authenticity, time stamps, blah blah blah

Owning and Operating a PKI

This guide is about "Working with PKI."  So far we've explained keys, how they are used, and some of the useful things that can be done with them, given appropriate infrastructure.  We haven't discussed military or espionage-related keys or how they are used.  The techniques of national defense are as different from those of commerce as are the goals of those different enterprises.  We also haven't looked much at the use for keys in daily life outside the business.  And, since this is a book about how businesses can use PKI we haven't talked about companies that are in the cryptography business.  

That's an important distinction.  Businesses use technology, but they needn't be in the technology business.  We can use telephone service as a rough analogy.  All businesses need telephone service.  Owning the telephones themselves isn't unusual even for the least technologically sophisticated firms.  Owning (or even leasing) an intercity telephone network is common among very large companies, but the vast majority of businesses don't.  Of course, there are many options between those two extremes.  Your firm may own multi-line switch; you might have an attendant or operator; you might publish an internal telephone directory; and so on.  Public key (and other systems that use cryptography) is no different.  You should buy (or lease) those portions you can best and most economically manage for yourself, and leave the rest for someone else.  

When you consider how much to take on (bring in house) don't consider only the cost of owning and operating the technology.  Consider also whether being in control of a particular part of the system will give you the ability to run your business better, provide your customers better service, or help your employees be more effective in doing their jobs.  As with telephone systems, sometimes the benefit of a customized system, with support services tailored to your company's needs and image, is worth a somewhat higher operating cost.  

We've already said that a PKI serves to map cryptography to business, and named a few of the basic business functions that properly managed keys can serve.  In the next section we'll consider in more detail how public key technology fits into business, and what role a PKI can play in ensuring that fit.  

►PKI's Role

More than Security, More than PKI

Not only security: also business enablement.  (See MGIS about the intertwinement of security and business policy)  

PKI and its related technologies are often considered to be part of information security or data security.  That's not wrong, but approaching it from that perspective tends to obscure the real purpose of PKI.  The reason to use PKI, keys, cryptography — in fact, any technology — is to help make a firm more effective at meeting its business objective.  

In the Managers' Guide to Information Security we said: 

At the center of every corporation is a set of goals and objectives that drive its operations. Many organizations are structured into functional units (such as manufacturing, sales, marketing, finance, operations, and so on) to achieve their goals.  Some are organized by lines of business.  All organizations are, of course, made up of individuals.  Policies keep all the parts of the organization pulling together toward the goals.  

Whether they are written out in a corporate manual, or informally shared as “the way we do business,” your business’s policies describe how you work.  They tell who can and should do what, and under what conditions.  (“Employees may accept gifts from vendors, provided they are not valued at more than $50 and give no appearance of impropriety.”  “Expense reports should be approved by the immediate supervisor unless he is unavailable, or the expense report exceeds his signing authority.”)  They also tell your people what they can’t or shouldn’t do.  (“Employees may not take office supplies for their personal use.”  “The secret formula may not be copied, or removed from the manufacturing site.”)  

You can see that these policies relate closely to what you want security systems to do.  A good security solution will help you enforce company policies about use of your information systems, and the information and services they support.  A better security solution will help support and enforce policies about how you do your business.  A security solution that requires you to change the way you do your business to meet its notion of appropriate policies is not one you should use.  

We’ll talk about policy XE "policy"  quite a lot in this guide.  We believe the most important thing a security solution does is support the policies that help you run your business safely and well.  You have to do your part to make this possible.  Make sure you really know your policies, and review them periodically.  Business and the competitive environment change, and your policies will change as well.  Be sure everyone in your company knows what your current policies are.  And please, tell the people providing your security solutions that you have policies, that you want them to be included in the design of the security systems, and that you will need to be able to update them easily in the future.  
Complementary Technologies

PKI is one of many technologies that contribute to these goals.  Other related technologies include: 

· Directories

· Audit systems

· Intrusion detection

· [image: image7.png]
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Biometrics

· Tokens

What is PKI, and what are the other technologies often confounded with it?  

Public Keys are not PKI’s

Public keys are not infrastructures.  

Alternatives to PK and PKI

There are a number of alternative technologies that do many of the things PKI are intended to do.  

PKI is about Key Distribution

Symmetric keys need a lot of care.  Asymmetric keys are easier to distribute, provided you follow the rules and assumptions.  Here's why:

In symmetric cryptography, both parties need to have the same keys.  Consider the code book, a simple form of symmetric cryptography.  

Basics of Signing

Reasons to Sign

Why do we sign things?  Outside the world of e-mail and e-commerce people have used signatures for thousands of years.  Signing has always taken advantage of the latest technology, from inscribed pottery, to ink on papyrus, to wax seals, and so on.  Whatever the technology in use, we sign things for the same three reasons.  

[image: image9.png]


We sign documents to prove they are authentic.  A signature can help the recipient of a writing tell that it is genuine.  It may be the signature of the author, the printer, a notary, or a government agent; it could be an actual signature, made by hand, or the application of a seal or other device that represents the "signer" as well as —– or possibly better than — a pen on paper signature can.  United states currency is "signed" by the Treasurer of the United States and by the Secretary of the Treasury, but the real signature of authenticity is the combination of those devices with the watermarks and anti-counterfeiting devices that for a part of the paper.  

We sign documents to make them nonrepudiable.  That is, so we will not be able to say, later on, "No, I did not write that."  A recipient of an IOU, or a check, or a contract, or a license to engage in some form of commerce wouldn't receive much if the offered document could be denied or repudiated at any time.  
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As with signing to prove authenticity, pen and paper technology isn't the only way we sign these things.  Checkwriting machines can make signatures that are harder to forge than would be the pen on paper signatures they replace.  Witnessings of various sorts make it more difficult for a commitment to be denied, and multiparty signing procedures ensure that there are witnesses to the commitment.  

We sign documents to show our intent.  When a commander signs an order it's not to prove he wrote it.  He's doing it as an indication that he intends to make the order binding on his command, and that he assumes responsibility for having issued the order that his troops will obey.  

King John of England agreed, in 1215, to the demands of his barons and authorized that handwritten copies of Magna Carta be prepared on parchment, affixed with his seal, and publicly read throughout the realm.  Thus he bound not only himself but his "heirs, for ever" to grant "to all freemen of our kingdom" the rights and liberties the great charter described.  With Magna Carta, King John placed himself and England's future sovereigns and magistrates within the rule of law.

John Hancock's famous signature showed his intent not just to concur in the document, but to challenge the authority of the existing government.  

These signatures are ceremonial, testimony to the fact that the signer intended that the signed document to take on additional significance, or linking his own name to the sentiment expressed.  

Technology and signatures

The importance of signatures, seals, and demonstrations of authority and authenticity  has been apparent for thousands of years.  And throughout histrory, society has applied the current "leading edge" technology to make the creation and recognition of these evidences easier and more reliable.  Public Key technology, in fact all IT applied to e-commerce, is just the latest in a series of technical innovation that go back millennia.  

This seal belonged to Gregorio Ledesma, Marquis of Arecibo, born in Logroño, Spain. By 1863, Ledesma was paymaster of the Royal Treasury in Arecibo, a town on Puerto Rico's north shore. In 1870, he founded G. Ledesma and Co., a tonelería, or barrel-making enterprise. He received the title Marquis of Arecibo on July 12, 1889, and became a deputy to the Cortes (legislative body) in Cádiz, Spain.   Smithsonian National Museum of American History.  

How a digital signature works

Simplest form, encrypt a message with the secret key; in the public key decrypts it, it's real.  

May be too cumbersome to encrypt with the PK algorithm.  Too many cycles, perhaps, or maybe it's not desirable to obscure the text.  

So has the doc, then "sign" the hash, and some additional matter.  

If encryption is needed, do that separately. 

Talk about the need for two keys, one for signing, one for encryption.  

Digital signatures are like “real” signatures in many ways.  A digital signature is a “mark” that is recognizably that of a particular signer, and relatively difficult to forge.  A “real” signature relies on an individual’s handwriting to make it distinctive; a digital signature relies on cryptography.  Neither kind of signature is forge-proof.  Both kinds of signature can be “guaranteed” or “notarized” to make it easier to prove that the signature is genuine.  But just like “real” signatures, whether a digital signature will stand up in court depends on the laws XE "laws and regulations:evidence"  of evidence XE "evidence"  in use, and the power of the evidence presented to support or refute a claim of forgery.  

Digital signatures have a curious property that “real” signatures don’t.  A “real” signature is placed on the document it goes with.  It can’t be separated from the document without leaving a mark or a tear.  A digital signature contains a “fingerprint” of the document!  While it can be physically separated from the document, it is always possible to tell which document a signature was attached to.  Because of this odd property, a digital signature can help prove that a document hasn’t been changed since it was signed.  If the document is changed, the fingerprint inside the signature will reveal the fact!  So digital signatures are, in some ways, more powerful than “real” signatures.  

e-Mail Operations

While e-mail could be useful for communications only within one company, it is almost never used that way.  E-mail between companies can only take advantage of public key and other similar technologies if all the firms that need to exchange e-mail use techniques that are compatible with each other. 

The Open Group, through its EMA unit, showed one way this could be achieved in a dempnstration done with the Boeing Company.  

Explain a bit more, then reference a case study, either included in the appendix, or published separately

Many e-mail programs can use PKI artifacts, especially X.509 certificates, to achieve some of the objectives of PKI.  They may rely on a PKI supplied separately, or on public PKI's, but for many purposes they do not require a complete PKI.  Some e-mail systems include a complete PKI as part of the e-mail system.  Lotus Notes™ is (at this writing) the leading example of an application system that comes with a complete PKI.  

Keeping e-mail private

Probably the simplest thing that public key technology can do for e-mail is to help make sure only the intended recipient can read it.  With paper mail, simply putting a letter in an envelope gives a pretty good guarantee that the postman, the mail clerk, and anyone who happens to peek into the mail bin won't know what's in your mail.  You can't put e-mail in an envelope that can be licked and sealed.  But it can be put in an envelope of encryption.  

Signing e-mail

Guaranteeing Integrity

Define "integrity" in a useful way.  Suggest some non-PK ways to do it.  Mention VPN's and forward reference "miscellany" below.  

Discuss the fact that, among PK functions, both signing and encrypting provide some guarantees of integrity.  

Identity Authentication (logon)

One use that is made (or hoped to be made) of PKI is improving the process often called "log on."  The right to use a computer system —whether it's a PC, a web site, or a mainframe — is often granted only after you prove who you are by logging in.  

While Identity Authentication is one of the things PKI was supposed to do, much of the world is moving away from it to other so-called federated identity systems.  They allow identity to be controlled in a number of ways; authentication to be done centrally; and the authenticated identity of a user to be asserted from one trusted service provider to another.  

Liberty alliance and Microsoft .net Passport.  

Not all systems require a login.  Many web sites do not.  PC's in public places, like libraries or airport lounges, often do not.  Information kiosks, ticket vending machines, and many other "convenience" systems do not require a log in.  Sometimes they wait until you try to perform some specific function before 

How it's done with PKI

Let's say you want to use PKI to log in to a system. You are going to use it to prove that you are who you claim to be.  The system will then look you up in its list of known users to determine whether you can use the system.  

To start, you will need a certificate that identifies you.  It has to have been issued to you by some agency the owners of the system are willing to rely on.  The certificate will identify you, and include the public key that corresponds to your secret key.  It will probably include additional information describing who issued the certificate, when the certificate is valid, and other similar information.  The certificate is signed by the issuing agency or authority.  

Web Security with SSL

Server Authentication

Client Authentication

Authorization

Discuss v3 extensions, attribute certs, and similar constructs.  

Discuss the reality of separate responsibilities for AuthN and AuthZ.  

Miscellany

VPN Operations

IPv6

Notarization and Certification

Key escrow and recovery

Distinguish between governmental and private use.  Identify legitimate corporate uses.  Include discussion of enhanced accountability for decisions to take exceptional actions.  

Risk, Trust, Accountability

Nonrepudiation

Law, Contracts, and the Rules of Evidence

Discuss the fact that use of PKI at best provides evidence, not absolute guarantees.  The protections offered by PKI, in fact, bay any cryptograpgic regime, are only as good as the quality of secret-keeping by participants.  Implication: don't get bent by imperfections in the PKI implementations; work with them on the assumption that they are strong but not impervious.  (see schwartau) Enter into contracts, and seek the protections of the law to add another dimension of protection, and the only means of recourse.  

►How you Buy PKI

How Big?

How much of the universe your PKI must cover will affect how you buy.  Price points for different "sizes" of PKI will matter.  How wide a net you need to cast and what will be included in it will also affect your choice of standards and compliance models.  You may find your choices have been constrained by choices already made by others.  And, of course, who's involved in defining and using the PKI may affect who pays for it. 

You might also find that the split between infrastructural responsibility and superstructural reliance may be affected by these choices.  Maybe your industry association will buy, build, and run the infrastructure, and you just ride atop.  Or maybe you (and the other firms in the industry ) will each have to build your own infrastructure, and the industry will ride on top of them, collectively.  

And consider the geopolitics.  

Industry Groups

Supply Chain

National Infrastructures

Global Infrastructure

Organizational Options

Hierarchical

Bridged

Agreement-based

Products that Create Infrastructure

Certificate Authorities

Directories

Other Kinds of Authorities

Products that Sit Atop the Infrastructure

Major Suppliers of PKI Services

Certificate Vendors

Directory Operations

Non-PKI Stuff You'll need, too

.

.

Reasonable Expectations for PKI

►More Detail

Certificates

Certificate operations

Expiration, archiving, revocation, etc. 

Other Kinds of Certificate

End of part 1 – do not delete

Part Two

Practice in the Real World

►Scope of Operation

Enterprise

Within the enterprise

Communities of Interest

Pools of Trust

Technical Enclaves

Organizational Enclaves

Binding Enclaves to each Other

►Operating the Infrastructure

Semantic Validity

Does it really mean what you think it does?  What is the business "message" of the PKI, and does it match the assurance you need.  

Operational Integrity

Once you've matched certificate form and meaning to your business objectives, you need to ensure that message of the certificate remains valid.  

Accurate Administration

Administering things not in your hands

Yes, a cumbersome section caption

Time's arrow flies inexorably on, bringing changes both expected and unexpected.  Cars must sometimes be recalled because parts that had been considered safe have proven to be unsafe.  Credit cards on which payments have not been made need to be taken back.  Milk that hasn't been sold by before the expiration of its legal sale interval limit must be taken of the shelf.  

Keys, certificates, and other things you give out can cause problems when they need to be changed or undone.  From the "real world" examples above, and other you surely know, you see that there are a number of ways to deal with the problem.  The car's current owner must be located, and he must be induced to bring the car to an authorized service center.  The credit card no longer needs to by physically repossessed; it will be refused by a central facility if it is used anywhere.  The milk must be physically retrieved, and, in some jurisdictions, destroyed in an auditable manner.  

The keys, certificates, credentials, and other bits of IT security your systems create may need to be retrieved for the same sorts of reasons as the 3C's (Car, Card, and Cow [juice].)  

Revocation

Anything that can become invalid before it expires may need to be revoked.  What that means depends on the nature of the thing, how it was given out, and how much loss there might be.  discuss
Validation

Guarantees and “Insurance”

Administrative Effectiveness

Pools of trust.  Bridged enclaves.

How far can you go and grow the PKI solution administratively.  

Organizational issues: geopolitics of directories

Intraenterprise

Interenterprise

►The Business Context

Funding the Investment

Risk and Liability Management

Legal Context

Contracts

Evidence

Relevant Legislation

Non-legislative regulatory regimes

Practical Realities

Product Availability and Stability

Standards and Interoperability

Governing Law

Privacy Issues

Epilogue

Index

Page numbers in bold type show the page where the word or expression is defined.  
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Active Directory, 34

assurance, 28, 46

audit, 28, 30, 46, 51, 57

general, 20

logs, 23

security configuration, 23

auditors, 54

authentication, 32–33
authorization, 27, 29, 34–35, 34, 35, 47, 54

awareness, 23

business continuity, 61

consultants, 55

content scanning, 43, 44

copy protection, 37

cryptography, 38, 40

customer relationship management, 7

customers, 6

privacy, 17

database, 18, 21

digital rights management, 37

digital signatures, 38–40
directory, 47

LDAP, 34

disaster recovery, 61

e‑commerce, 5, 7, 12

e-mail, 15, 30, 43, 44, 45

employee management, 20

evidence, 23, 31, 33, 39, 40, 46

firewall, 30, 42, 57

governments, 7

hackers, 4, 60

ethical, 57

human resources, 20, 32

information

value, 16–17
insurance, 50

insurers, 54

Internet, 4, 5, 6, 7, 8, 13, 14, 15, 42, 43, 50

intrusion detection, 45

Kerberos, 41

laws and regulations, 8, 29

evidence, 39

privacy, 35

LDAP. See directory

logging, 22–23
mobile communication, 42

operating system, 14, 24, 53

Passport, 42

password, 24, 31, 33, 34, 41, 48

penetration test, 57

PGP, 41

PKI, 41

policy, 9–11, 20, 24, 25, 28, 32, 35, 44, 46, 48, 49, 50, 51, 61

privacy, 8, 27, 35

Public Key Infrastructure. See PKI

reduced sign on, 48

registry. See directory

responsibility, 21–22
risk, 12–13, 12, 14, 15, 16

security administrator, 21

security service providers, 56

single sign on, 48

software vendors, 53, 59

standards, 2, 25, 47

supply chain management, 5, 6

swordfish, 41

system integrator, 55

telecommuting, 42

The Open Group, iv–v, 25, 63

Security Forum, 2
threat, 12
training, 23, 24, 52, 55

trust, 37, 40–41, 49

virtual private network, 42

virus detection, 45

viruses, 45, 58

web site, 6, 18

worms. See viruses






































































































Sumerian Cuneiform Cylinder Seal, Iraq, 3000 BCE


by Tanja Gohlert, '00 ��


Seals were most often made of stone but also sometimes of bone, ivory, faience, glass, metal, wood, or even sun-dried or baked clay. A recessed inscription was carved onto the cylinder, which produced a raised impression when rolled on a clay tablet or envelope. Cylinder seals were used to protect vessels, clay envelopes and storeroom door latches from tampering. They guaranteed authenticity, marked ownership, indicated participation in a legal transaction and protected goods against theft. – Smith College History of Science

















Figure � SEQ Figure \* ARABIC �1� A check signing machine and the signature plate it uses�http://www.payprotech.com/825A.htm





�What Is the Significance of the Chop Seals?


Most Japanese agreements provide space for each party, whether an individual or business, to "chop" the agreement — that is, apply its chop seal on the "signature" line that generally follows the body of an agreement. Chop seals on Japanese agreements serve the same purpose as signatures on their Western counterparts: providing proof of an intent to contract and by whom. Additionally, since seals generally appear in red ink, they can aid in distinguishing between an original and a duplicate, though less so now that color copiers are common.


All seals are not created equal, though. They come in two varieties, registered and unregistered. A registered seal is one that has been registered at the appropriate government office, which is the local Legal Affairs Bureau in the case of a corporation, and the local city or ward office in the case of an individual. A company does not actually register its own seal, i.e., a seal with the company’s name on it; rather, it registers the seals of its representative directors, who are the only persons Japan’s Commercial Code empowers to bind the company. Since the government office at which the seal is registered will issue a certificate of registration, a party to an agreement can compare the seal that appears on the agreement to that on the certificate in order to verify the seal’s authenticity — much as one might compare fingerprints.


Individuals and companies often have unregistered seals also, which, as the name suggests, are seals that have not been registered. An individual, at least one with a common last name, will often use a mass-produced seal purchased at a shop that specializes in seals, or at a stationery store. Hand-made seals are also common. A company seal will naturally be made to order. And since the company must register its representative directors’ seals and not its own seal with the Legal Affairs Bureau, a seal with the company’s name is always unregistered.


An agreement need not be chop-sealed to be binding, just as it need not be in writing. However, a seal is evidence that the person or company whose seal appears on the agreement intended to be bound by it, and a registered seal is more persuasive than an unregistered one. So, the more important the agreement, the more likely it is to have a registered chop seal.


	David Monroe,�	Washington State Bar Association�2101 Fourth Avenue, Suite 400�Seattle, WA 98121-2330


















































� See "what's the story's name?" by Edgar Allen Poe.  


� If the user is using PKI for business, value is measured as a business measures value.  If the user is using PKI for personal purposes, the value is the enhancement of the user's life.  Making her more comfortable, safer, making life easier or more pleasurable.  





�PAGE \# "'Page: '#'�'"  �� The prologue is intended to make the book conversational. 
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